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Executive Summary

Since 2013, the OPCW Technical Secretgfidt er ei naf t er , sihcheasindlySecr et
being tasked to undertake nosutine missions, for example, verifying the removal and
destruction of chemical weapons frahe Syrian ArabRepubli¢ and Libya? as well as faet

finding and investigatiod,with the collection and evaluati of oral, material and digital

evidence of the use of chemical weapois 2014, an OPCW Faétinding Mission (FFM)

began collecting information to detaerma whether or not chemical weapons had been used in

the Syrian Arab Republitin 2015, the UN Smurity Council created the OPGWhited

Nations Joint Investigative Mechanism (JIM) to identify those involved in the use of
chemical weapons in SyriaT he findings of the FFM provided the starting point for the JIM.

In June 2018, the Conference of the States Parties task@P®/ DirectorGe ner a | to “|

in place arrangements to identify the perpe

specified cicumstance8. In addition, the DirecteGeneral was mandated forovide

“technical assistance to identify those wh

1 For additional information, see: (a) OPGUN Joint Mission; https://opcw.unmissions.org/mandate
andtimelines ( bemo V RI and Destruction of Syrian Che
www.opcw.org/sites/default/files/documents/files/Syra_Infographic.pdf

2 For additional inform@on, see: Libya and the OPCWyww.opcw.org/mediaentre/featured
topics/libyaandopcw.

3 For additional information on OPCW s iammndstrei ons i1

OPCW; www.opcw.org/mediaentre/featuredopics/syriaandopcw. For recent updates see also (a)
‘“Progress in the Elimination of" t(-8BDGS5datead@h Che mi
December 2019);www.opcw.org/sites/default/files/documents/2019/12/ec93dg05%28e%2Xppf
‘“Progress in the EI mmicaat Werapofh st-BB#6.§Wadtdsm” ChEeEC
November 2019);www.opcw.org/sites/default/files/documents/2019/11/ec93dg03%28e%2A@df
‘Progress dtni oonheofEltihmd nSyri an Che mB/B&I, datédeBa pons P
October 2019)www.opcw.org/sites/default/files/documents/2019/10/ec93dg01%28e%29. 0.pdf

4 For further information on the FaEinding Mission, seewww.opcw.org/factfinding-mission See
al so (a) “Updat e of the Actiimnmidésng Cai sisédn oluimn
(S/1798/D19, dated 3 October 2019). (b) Summary Updat e Carfed authbg theAct i vi t
OPCW FactFi ndi ng Mi ssi on i n Syria” (s/ 1677/ 2018
www.opcw.org/sites/default/files/documents/2018/1183 #2018%28&629. pdf (c) “Summar )
Update of the Activities Carried Out by the OPCW Hadt ndi ng Mi ssi on i n Syr
(S/1445/2016, dated 27 December 201&)vw.opcw.org/ges/default/files/documents/2018/141/s
14452016 e .pdfd) “ Summary Report of t RFndingMissionio®yriat he OPC
Covering t he Period from 3 t dated 316 Jurda 3014);2 014"
www.opcw.org/sites/default/files/documents/S_series/2014%&49%2014 e .pdf

5 An OPCWUN Joint Investigative Mechanism Fact €& is available at:https://unoda
web.s3accelerate.amazonaws.combeptent/uploads/2016/08/JHdact SheetJuly2016.pdf See
al so: st(repdrt of theiOrganisation for the Prohibition of Chemical Wespdmited Nations

Joint I nvestigative Mechani sm” (United Nations ¢
2016); http://undocs.org/S/201642 (b) “Third report of the Organ
Chemical Weapontini t ed Nations Joint I nvestigative Mecha
(S/2016/738, dated 24 August 201@)ttp://undos.org/S/2016/738 ( ¢ ) “Fourth repo.
Organisation for the Prohibition of Chemical Weapbhs i t ed Nati ons Joint |l nves!/
(United Nations Security Council, S/2016/888, dated 21 October 208tt)/undocorg/S/2016/888
(d) “Fifth report of the Organi s-dhitedoNatiorfsdaint t he Pr
Il nvestigative Mechanism” (United Nations Securit
http://undocs.org/S/2017/131 ( e) “Sixth report of the Organisat
WeapondUni t ed Nati ons Joint I nvestigative Mechani
S/2017/552, dated 28 June 20Mjp://undocs.org/S/2017/552 ( f) “ Sevent h report o
for the Prohibition of Chemical Weapehsni t ed Nati ons Joint I nvestiga
Nations Security Council, S/2017/904, dated 26 October 206ftp){//undocs.org/S/2017/904

6 “Decision: Addressing the ThSS4REC.3 fdated BV J@hb 2008); c al We

www.opcw.org/sites/default/files/documents/CS8E4/en/css4dec3 e .doc.pdf
Investigative Sience and Technology 6
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ot herwise involved in the use of chemical W €
the possible use of chemical weapons on its territory and requastbdassistance

Alongside these noeroutine missionsthe OPCW hasalso responded to a variety of requests
for technical assistancenissionsin the Syrian Arab Republi® Irag? and the Uited
Kingdomof Great Britain and Northern Irelaid.

These missions have placed the Secretariat into new situations, which fall outside the
provisions for investigation of alleged use or challenge inspection under Article IX and X of
the Convention, yet ith objectives directly related to Article | of the @eention. Since

these new missions are even more demanding from a technical and forensic standpoint than
the missions customarily performed by the Secretariat, the Dir€etoeral asked the
Scientific Advisory Board toconduct an irdepth reviewof methals and technologies used

for investigative workthat would be relevant to the Secretariat. For this purpose, the
Director-General established a Temporary Working Group (TW&) the SAB on
InvestigativeScience and Technology,which convenedts first meeting on 12 February

20182 (see Annex 1 fotheterms of reference and Ann&fort h e  Tré@besship).

The TWG heldive meeting$® and presented three interimrepdrt® t he SAB at t he
Twenty-Seventh* and TwentyEighth'® Sessions. The TWG receivadore than 100

7 ibid, paragraph 20.

8 See for exampl e: “Report on the Special Mi ssi or
Information Received from the Syrian Arab Répic Through Nots Verbales Dated 6, 16, and 20
November 2017, 28 December 2017, and 8 and 22 Jan

° See for exampl e: For exampl e: "Report of the Tec!
6 December 201).

10 Se e: Summary of the Report on Activities Carried Out in Support of a Request for Technical
Assistance by t he UK (Technical Assistance Vi s
Il ncident”)"” (s/1671/ 2018, dat ed 4
www.opcw.org/sites/default/files/documents/S_series/201846¥%2018 e .pdf ( b) “Summary
the Report on Activities Carried Out in Support of a Request for Techigsidtance by th&nited
Kingdom of Great Britain and Nort hern Il rel and”

(S/1612/2018, dated 12 April 2018yww.opcw.org/siteslefault/files/documents/S_series/2018/en/s
16122018 e 1 .pdf

1 (a) See paragraphs 8 to 9 of-FolrtR Eesgon of he Sciertifict he Re
Advisory B 0 a #84IDG.9, (d&tez 18 January 2017);
www.opcw.org/sites/default/files/documents/EC/84/en/ec84dg09 e (byifsee paragraphs 12.3 to
12.5 of Report of the Scientific Advisory Board at its Twehifth Ses i o n " -25(I*Sdafdd 31
March  2017); www.opcw.org/sites/default/files/documents/SAB/en/sab2501 e .p@f) See
paragraphs 11.1 to 11. 3dvisory BoarR iz dwehtySo xt hhe&e Sei en
(SAB-26/1, dated 20 October 2017yyww.opcw.org/sites/default/files/documents/SAB/en/@éh
01 e .pdf

12 “Summar y irsh Meetinchaft hFe Scientific Advisory Board’'s T
I nvestigative Sci ence -274/R.4, dafed c B6n oFebougry ” 2018), SA B
www.opcw.ordsites/defaultifes/documents/SAB/en/sé&tyY-wp01 e .pdf

13 (@) Ibid. () Summary of the Second Meeting of the Scient
Group on I nvestigative S-28/\WPr2c dateda 2l dJanday c26189)o | o gy ”
www.opcw.org/sites/default/files/documents/2019/01/sab28wp02%28e%29.pdf ¢ ) “Summary o0
Third Meeting of the Scientific AdesigtvaSciecB8oar d’ s
and Technol og-28WP.3, ( Slated 4 June 2019):
www.opcw.org/sites/default/files/documents/2019/06/2&wp03%28e%29.pdf ( d) “ Stemmar y o
Fourth Me¢ i ng of the Scientific Advisory Board’'s Te
Science and T e c-B9WWPL10 g yated @55 A BENovember 2019);

www.opcw.org/siés/default/files/documents/2019/11/s28wp01%28e%29.pdf (e) The fifth and
final meeting was held from 18 to 20 November, during this meeting the final report was drafted.
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briefings from expertérom a wide range of fields relevant to the practice of investigative
work, including but not limited to investigational chemical analysis, evidence collection,
forensic sciences, informasiccrime scene reconstruction, toxicology, and implementation of
the Convention. For detailed consideration of the issues raised in the terms of reference, the
TWG organized its discussions into #ig subgroups

A: Forensc methods and capabilities

B: Data collection and management (chain of custody; data management best
practices)

C: Detection and analysis
D: Integrity of thescene anavidencecollection
E: Provenance of chemicals

F: Proposals for methdologies, procedures, technologies and equipment for
investigativepurposes

Under the June 2018 CSP decision, the Secretariat has been directed to identify those
involved in the use of chemical weapons in Syria. Attributior, the determination of
responsibiliy for the use of chemicals or other actions prohibited by the Convention, is in the
end a judgement drawing on a wide range of technical data and other kinds of information.
Technical procedures, for example, chemical analyses that link rhoesteria found in a

sample to a source are extremely valuable but are only one of many inputs into an attribution
determination. Seldom will sample analysis alone be sufficient for a determination of
responsibility

OPCW factfinding missions and irastigations for example those related to the use of
chemical weapons, involve grave political and legal issues and therefore require the highest
standards. The findings from such missions will receive intense scrutiny not only from
Member States, but mergenerally. Fur t her mor e, the Secretaria
investigation is likely to be part of a larger process, where its findings are ultimately
transferred to another mechanism for further review and possibly legal action. The Secretariat
must enste that the methods and approaches usecbtiect, and process information will

meet the requirements of those who will ultimately receive and make decisions based on the
information provided. For these reasons, the Secretariat should consider ealistiegsic
advisor with broad experience in forensic science and international law to provide advice to
the DirectorGeneral and the polienaking organs. An independent external expert could be
considered for this important rolé&urthermore, rigorous fensic procedures should be
incorporated intdiRecommendednd StandardOperatingProcedure$R/SOP3.

Investigations pose extraordinary information management challenges. Since information
generated in an investigation will be highly sensitive politycathid could lead to decisions
by international policymaking organs, including the rited Nations Security Council

14 See paragraphs 10.1 to 10.4“%fReport of t h ey Bdard a itshiehtySeventhd vi s o
Sessi o7/, dadB March 2018yww.opcw.org/sites/default/files/documents/SAB/entsab
27-01 e .pdf

15 See paragraphs 9.4 €09 of“ R e pobthet Scientific Advisory Board at its TweRlyi ght h Sessi on

(SAB-28/1, dated 14 June 2019)yww.opcw.org/sites/default/files/documents/2@iBsab28-
01%2868629 0.pdf

Investigative Sience and Technology 8



http://www.opcw.org/sites/default/files/documents/SAB/en/sab-27-01_e_.pdf
http://www.opcw.org/sites/default/files/documents/SAB/en/sab-27-01_e_.pdf
http://www.opcw.org/sites/default/files/documents/2019/09/sab-28-01%28e%29_0.pdf
http://www.opcw.org/sites/default/files/documents/2019/09/sab-28-01%28e%29_0.pdf

(UNSC), or to national or international judicial action, it should be managed according to
stringent forensic standards. This means managisgparately from information related to
routine verification activities. Furthermore, the information management capability for such
information must be maintained continuously, so that information is properly protected and
available whenever it is nded, and the information management capability does not need to
be recreated when a new investigation is mandated. Partnering with another international
body in theUnited Nations (UN)system that maintains such a capability on a continuing
basis might beexplored to enable the OPCW to sustain a lergn capability for
management of sensitive information.

Given the wide range of possible scenarios and toxic agents, the OPCW massessll of

the forensicexpertisein-housethat might conceivably beeaded in a future investigation.

The Secretariat shoulth advanceestablish working relationships with forensic science
organisations, laboratories, and experts to ensure that the Secretariat has a network that can
provide advice and analytical servicasshort notice. In particular, with regard to the need

for access to a diversity of forengiod technicatapabilities consideration could be given to
accessing those capabilities throwsghvicelevelagreementgSLA).

The use of toxic industrial cheoals (TICs) as weapons vividly demonstrates that the
Secretariat’s investigati v ell-knoavpchdmichl warfare s mu s
agents, such as the mustard and nerve agents. The Secretariat should ensure that it has access
to capabilitis for verification and response to threats from-traditional agentssuch as

newly scheduled agendfsand central neous system (CNSicting chemicals Rather than

attempt to develop all these capabilitieshouse, the Secretariat should draw upon
eshblished sources, expert communities, chemical industry and equipment manufacturers to
efficiently gain access to knoadge and capabilities.

Biological toxins which are poisonous substances produced by living systems, pose
particular investigative chahges, since they are at the interface of chemical and biological
agents Some toxins, such as saxitoxin, ricstaphyococca enterotoxin B, and botulinum
toxins have been weaponized in the pdsin many cases, a number adbsely relatedbut
distinct toxins possess very similar properties. Furthermore, analyses ahdteecular
weight toxins, such asaxitoxin, require very different methods from analyses of -high
molecular weight toxins, such as ricin. Relatively few laboratories are skilled hintyqss

of analysesA new TWG could be considered to enable the OPCW to understand how to
ensure that # Secretariat has access to capabilities for analyses of a broad range of
biologicaltoxins.

16 (@) “Consolidated Text of Adopted Changes to Sch
Chemical Weapons Convention” (S/1820/ 2019,
www.opcw.org/sites/default/files/documents/2019/1P823-2019%28e%29. pdf (b) “Deci si c
Changes to Schedule 1 of the Annex on Chemical s
24/DEC.5, dated 27 November 2019);
www.opcw.org/sites/default/files/documents/2019/11/c24dec05%28e%29.pdf ( ¢ ) “Deci si
Technical Change to Schedule 1(A) of the Annex on Chemicals to the Chengicalo ns Convent i
(C-24/DEC 4, dated 27 November 2019);

www.opcw.org/sites/default/files/documents/2019/11/c24dec04%28e%29.pdfd ) See al so “ R
to the DiectorGeneral's Request the Scientific Advisory Board to Provide Advice on New Types of
Ner ve Age28MWP.1, dgtef 2Ry 2018).

o (a) “Military importance of natur alMolecoles?0i&s and t |
21, 556. DQ: 10.3390/molecules2105065. (b) ‘“Bi ol ogi cal toxins of [
Current status of detection and identification t

Hennekinne, P. Vanninen, H. Schimmel, A. Rummie&nds in Anal. Chem2016,85, 89-102. DOI:
10.1016/j.trac.2016.05.024.
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Investigations that seek to establish whether or not ida¢weapons have been used, but
also who was involved in their use, require the Secretariat to ltaessatacapabilites to
establish the source of the chemieald the link to a perpetrator/sThe field of chemical
forensics seeks to provide inforn@ti on the provenance of chemical traces, based for
example on characteristic impuritjdsy-productsof the synthesis router other chemical
signatures Determinations, however, depend on having relevant reference materials. The
OPCW should maintain a&ference collection athemical warfare agesissociated samples.
Additionally, the OPCW and the Designated Laboratomégght consideactively suppoihg
international research in this fieldhis couldinclude engagng with, and where possible
participding in, projects of the Chemical Forensics International Technical Workiogigsr
(CFITWG)!8 To better understand the body of scientific information and the best approaches
to provenancing, awew TWG could be consideredn the provenancing of samples of
chemicals relevant to the Convention.

Investigation of alleged use of chemisaéapons presents many similarities t@raninal
investigation. Tools developed for national law enforcement purposes, for example,
equipment for 3D documentation of the site; foaintaining andrecordingthe chain of
custody for materials, for hazardadwation, and for managing large volumes of sensitive and
varied information have direct relevance for OPCW -nauitine missions. Furthermore,
opportunitiesto make use of digitatools and technologies that are being developed and
deployed for collection of verifiable informatisshould be exploredSuch procedures can
make use of digital tools and technologies that are being developed and deployed for
collection of verifiable inbrmation unaltered from its original form, substantiated by time
stamps and geolocation data

Equipment for rapid osite detection and tentative identification of toxic chemicals at an
alleged attack site is important to enable OPCVeqarnel to evaluatide operational hazards
posed by the site and to identify the areas of greatest evidentiary relevance to their mission.
Such equipment should not only be capable of detecting thekmalNn nerve and mustard
agents, but also high hazaftlCs and other pot&tial chemical threat agentsich as newly
scheduled agent®.g. novichoks®), CNSacting chemicals €.g. fentanyls}® or biological

toxins (.g. ricin). A wide variety of detection devices are commerciallyilable or in
development. The Secretariat should systematically evaluate such devices in relation to the
operational needs of inspectors and identdwrtapabilities that need to be developed.

As noted throughout th report equipment and proceduresathare potentially relevant to
OPCW nortroutine missionsare being developed for a wide variety of other purpdses

view of the rapiddevelopment of technology and methods in fields potentially relevant to
OPCW nonrroutine missions, the Secretariat shibsirengthen its ability to identify, evaluate

and adopt new technologies and equipment. Consideration should be given tosifognaali
modest technology evaluation and adaptation program in the regular budget. Furthermore,

18 For further information on the CFI THWi@Entg2018e ( a)
186, 585 DOI: 10.1016/j.talanta.2018.04.057. (b) paragraphs 12.1 to 12.2 of the report of the First
Meeting of the TWG, cited indotnote 12; (c) paragraphs 11.7 to 11.8 of the report of the Second
Meeting of the TWG, cited in footnote 13; (d) paragraphs 5.1 to 5.2 of the report of the Third Meeting
of the TWG, cited in footnote 13; and (e) paragraphs®f.5 of the report of thEourth Meeting of
the TWG, cited in footnote 13.

19 (a) “Centr al -acting chendicals and thes Chemical Weapons Convention: a former
scientific adviser ' s PyeeApd. Cleemm 018 99(10) 15831579, DOl:Mat he ws
10.1515/pa€2018-0 50 2 . (b) “Central - Aetriviogis Chlsg/mit @anl s(” CN(Si) n

www.opcw.org/sites/default/files/documents/20 BION S%20Acting%20Chemicalsp
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consideration should be givea treating a program for systematic, continuing technology
support by Member States, similar that conducted by the International AtoniEnergy
Agency (IAEA).

In a factfinding or investigation mission regarding alleged use of chemical weapons,
informaion should be obtained directly at the relevant location by OPCW technical
personnel,where possible. Experience has demonstrated, kewethat it may be too
dangerous for OPCW personnel to visit a site and information must be obtained through other
mears. Recent and egoing technical developments, however, may provide possibilities for
doing so. The Secretariat should actively explibre use of technology, such as automated
ground vehicles, drones, GRe8abled video/still cameras and smartphone egipdns, that
could provide authenticated -@ite information, even if operated by R@FPCW personnel.

In addition, highquality commetial satellite imagery is now readily available agftective

for site evaluationFurthermore, the Secretariat shouklvelop procedures and equipment
that would allow norfOPCW personnel to collect environmental or biomedical samples, and
transfer them t@PCW custody, in a forensicalound manner.

Non-routine missions present unique challenges, both for the condotstae activities and

for the sustainability of the missions. The Secretariat should make a concerted and continuing
effort to involvecurrent and former OPCW personnel who have participated in such missions
to provide advice onoperating procedures, ptaes, and equipment for ngoutine
missions. This effort should include support for the mental-laithg of inspectors both
during the mission and afterwards.

One new type of nermoutine mission, providing technical investigative assistance to a State
Party, poses unique and highly complex technical, forensic, and legal issues, since it could
result in personnel becoming involved inpeocess leading to domestic or international
criminal prosecutionAn example would be a case of suspected chemicalrigm. The
Secretariat should identify and carefully explore technical, forensic, and legal issues involved
in providing technical inv&igative assistance to a State Party and inform Member States of
the findings.

This report presents formal recommenmaiag and the findings of the TWG that informed the
advice.

Recommendations

The OPCW was established, under the General Provisions of Article VIII dZhbmical
WeaponsConvention( her ei naf t er , , td implenentCtbenpvoeisionsi ob the' )
Conwention, including those for international verification of compliantke June 2018
StatesPartiesdecision on addressing the threat from chemical weapor&afiened that

whenever chemical weaponsuseocaurs t he territory of a State
perpetrator s, organi ser s, Spons o.M deision ot her \
noted“t he added value of the Secretariat cond
alleged use of checal weapons with a view to facilitating universal attribution of all
chemical weapons attacks”

OPCW nonroutine investigative and fadinding missions with forensic components
(collectionand evaluation of oral, material and digital evid®ritave plaed the Secretariat
into situations previously thoughtinlikely. These missions falbutside provisions for
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investigations of alleged use (IAUs) or challenge inspections (CIs) under Articlasd>X

of the Convenbn, yet haveobjectivesthat contain simiar aspectsTo effectively carryout
thesenonroutine missionsthe Secretariamust adoptapproaches, develop tools and use
methodologies suited to new and unfamiliar scenaiitss necessitates the availability of
adequate resoces, both in terms oftaf and equipmentand the need to develop
relationships and arrangements with a broadevor&tof technical communitiedt is crucial

to maintain the ampetence of staff and tmake effective use of mechaniswithin the
Convention to meet the challesg@osed by new and unfamiliar circumstanddghly
qualified staff menbers with suitable ftaining, skillsetsroom for initiative and support by
subject matter expert@re required toensure adapability in the face ofchanging
circumstance The TWG maks the following recommendations in response to the general
directives and specifiquestions posed by its terms of referefsse Annexl).

Which methods and capabilities used in the forensic sciences could usefully be
developed and/or adopted for Chemial Weapons Conventiorbased investigations?
TOR subparagraph 4(a)

Recommendation1: Appoint aforensic advisor with broad experience in forensic science
forensic examinationand international law to provide advice to the Direck@neral and the
OPCW.An independent external expert could be considéred
1 When undertakig investigations, inspection teams would benefit from having a
forensic adviser available for consultantty provide forensic advice ofite, for
optimal planning and conduct of invesitiye activities to ensure they meet
international forensic standardtake advantage of modern forensic methods, and
incorporate the broad range of available forensic expertise
1 For further information see the considerations of TWG-GutupA.

Recommendition 2: Create ownership bgngaging the Secretariat in tlwtegration of
forensic REOPsnto the OPCW workflows
1 A working group ofSecretariatstaff and forensic expertsould be establishetb
integrate forensic practices into relev&ISOPs and applications and technologies
into the OPCW workflows for neroutine missions. This working group coudtso
adviseonthe Secretaridt gaining curricuum.
91 For further information see the considerations of TWG-Sutup A.

Recommendation 3: Ensure thathte technical findings of an investigation undergo
objectivereview consistent with forensigestpracticeto provide theDirectorGeneralwith
an additional level ofjuality assurance
1 Reviewes could be engaged bthe OPCW on an anonymobasisand beappointed
from external organisationg heywould have recognised expertigetechnical fields
and/or forensic science relevant to the specific investigation
1 For further information see the considerations of TWG-GutupA.

20 This recommendation was submitted to the DireGeneral prior to publication of this report. See

paragraphs 1.3 to 1.4 and 9.6 to 9.8 ofEighthtt Repor't
Session” -28/1, ( S A Bdated 14 of June 2019);
www.opcw.org/sites/default/files/documents/2019/09/8&191%28e%29 0.pdf and see also the
paragraph 10 of “ Res pon skghtht Sessie df the SBenfifio Advisorp f t h e
Board” -92/DGRZ; dated 9 September 2019);
www.opcw.org/sites/default/files/documents/2019/09/ec92dq12%28e%29.pdf
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What are the best practicesand analysis tools ued in the forensic sciences for
effectively crossreferencing, validating, and linking together information related to
investigation sites,materials colected/analysed and individualgnterviewed? TOR sub
paragraph 4(b)

Recommendaton 4: Review existing relevarf®/SOPs Theseshould bereviewed together
with an expert forensic consultant to ensure that they are forensically sound and fit for
purpose suitablefor inclusion in a forensic case filnd able to meet the requirementshef
end user
1 Effectively crosgreferencing the inforition collected across an investigation is best
accomplished through the establishment aofforensic case file containing all
components, includg R/SOPsaligned to meeting the mandate of the end user.
OPCW R/SOPsused to obtain evidence, images, intamgeand other information
must beforensically sound and suitable to build a forensic case file.
1 For further information see the considerations of TWG-SutupB.

What are the best practices for managment of data collected in investigationsncluding
compilation, curation, and analytics?TOR subparagraph 4(c)

Recommendation5: Ensure thaSecretariat staffasked with either reviewing or creating
R/SOPsfor forensic investigationsnderstand forensicase management systems
1 An inspection teanworking in an investigative capacity in response to an alleged
incident, is effectively undertaking &orensicinvestigatio. Having inspectordearn
the process through which a forensic laboratonyctions, from exhibitscollected
from crime scen¢hroughto a conclusionis essential
1 For further information see the considerations of TWG-GutupB.

Recommendation6: Maintain adedicatedand efficientinformation managemermapability
for nonroutine missias on a longterm basis
1 This should ensure that the necessary informatioavalable at any pointvhen
needed rather than trying to rereate such a capability after an investigation is
mandatedinformation management requirglanning for continuingapability Even
when inwestigations are only conducted on an infrequert@basis, there needs to
be a continuing capability to manage information from past investigations, and to be
prepared to manage information from dagureinvestigations.
1 Information from past nomouthn e mi ssi ons should be avail a
to know”.

91 For further information see the considerations of TWG-Sutup B.

Recommendation 7: Manage mformation collected for investigative purposssparately
from informatn related taoutine verification activities
1 Given the sensitivity and stringent forensic requiremenfsan investigationsuch
information, which could lead to decisions by international pei@king organs
(including the UN Security Council), or taational or inernational judicial action,
should be completely separated from other verificatioglated information
1 For further information see the considerations of TWG-Sutup B.

Recommendation 8. Design theinformation management structute be hardware and
software agnostic

1 Information management should be thought of in terms of the availability, usability,
integrity and security of the data employed in an investigation. Information
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management is not pnarily a matter of hardware and softwagpeople and processes
are of key importance.

1 For further information see the considerations of TWG-Gutup B.

Recommendation9: Partner withan international body in the UN system that maintains a
similar information management capability for investiga informationon a continuing
long-term basis to gain access to existing tools and methodoldgresnformation
management.

1 The Secretariat has created its own information management capabilities in response
to its nonroutine missions. These capahbdg will need to be maintained and
strengthened, and require periodic updates in software, hardarateinformation
management practiceshich necessitates having adequate resouRa$nering with
a wellresourced agencynight be a way to mininse stat-up time and cost if an
investigation is mandated. A key issue would be ensuring that informsoaperly
and appropriately protected

1 For further information see the considerations of TWG-Gutuys B.

What are the best practices for the collection handling, curation and storage, and
annotation of evidence?TOR subparagraph 4(d)

Recommendation 10: The Secretariat should ensure that forensic issues are included in
R/SOPs and Working Instructionsincluding thoserelated to orsite sample collectig
handling, curation and storage, amhotation in accordance witbrensic bespractices”

1 For investigations that may provide information suggesting a violation of the
Convention, it is critical to ensure thée information used to draw any conclusion is
able to meet internationally accegtstandards. BOPsshould be regularly reviewed
and updated.

1 For further information see the considerations of TWG-GutupD.

Recommendationll: Identify and evaluateltarnative means of collecting as much relevant
information as possible about artident sitein advance oflirect physical access, including
the use of UAVs or commercial satellite imagery
1 This would help to maximise safety, security and effectiveniess-site activity.
1 This effort should include developing procedures and equipthesugh which non
OPCW personnel who have access can be used to collect and transfer information in a
forensicallysound manner
1 For further information see the consideramf TWG SubGroup F.

Recommendation12: For situations where OPCW personoahnot access sampling site,
develop procedures and equipmdat nonOPCW personnel t@ollect environmental or
biomedical samples, and transfer them to OPCW

1 This would helpto ensure integrity of samplesd allow verification ofauthenticity
of samples provided to the OPCW.

1 Such procedures can make use of digital tools and technologies that are being
developed and deployed foollection of verifiable information unalterefdom its
original form, substantiated by time stamps aadlgcation data.

1 For further information see the considerations of TWG-Sutup F.
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Which technologies and methodologies (wdther established or new) allowpoint-of-care
and nondestructive measurenents & an investigation site to helpguide evidence
collection? TOR subparagraph 4(e)

Recommendation 13: Enhancecapabilities for the osite detection of chemical arfare
agens and related compoundsincluding newly scheduled agent3ICs, CNSacting
chemicals, and biological toxindrom a variety of environmental matrices, including
gaseous, liquid and solid forms, to offdbr@adcoverage of possible scenasio
1 Fast and robustdetection tools thacan provide information at the point of
measurem®, or the poinbf-need €.g.analogous to a poirf-care use in a clinical
setting) are needed for a broader range of scenarios. Weskl supportan
inspectionteamin collecting samples esite, asvell as enhancing its safety.
1 The selection of det#ion equipment used for a mission should be based on available
information and risk assessment in advance of deployment
1 For further information see the considerations of TWG-SutupC.

Recommendation 14: Continuously monito and identify gapsn samping and analysis
capabilities for chemical threat agertts,enable the Secretariat to mitigate the consequences
of those gaps
1 The Secretariat should draw upon established sources, expert communities, chemical
industry and manufacturers of equipment tacetly gain access to knowledge and
capabilities. Areas of relevance include technologies for sampling, detection and
analyss; automated and robotic systems; and fbe analysis ofinorganic
compoundsTICsand CNSacting chemicals
1 For further infornation see the considerations of TWG Saitoup C.

Recommendation 15: Scenarios developed for mission planning d@raining should be
adapted forthe purpose of evaluating sampling and detection systems to meet mission
conditions?®
1 Where possible the Secretariat showdides opportunities to use scenalased field
exercises d evaluate available equipment to determine figddability to meet
operational requirement&valuation of equipment couloe an activity atOP CW’ s
future Centre for Chemistry and TechnologyThe Secretariat could also draw upon
equipmentevaluations available from Member States
1 For further information see the considerations of TWG-Gutup C.

Recommendation 16: Work towards a greater degg of agility and flexibility regarding
procurement of equipment by the Secretariat. A market watattion within the Secretariat
to closely follow developments in relatida the operational needs would help to facilitate
more efficient evaluation andgrurement processes
1 For nonroutinemissions thiswould allow the Secretariat to more rapidly adopt new
technologiesyhich are especially important when considering the givannature of
threatsand operational scenarios
1 For further information sed¢ considerations of TWG Stroup C.

Recommendation 17: Ensure theSecr et ari at’' s amdalbesighated a | ch
Laboratorieshave access to procedures aadalytical dataneeded for detection and
identification ofemergingchemicalthreatagents

21 For furtherinformaton, see: Centre for Chemistry and Technology Projeetw.opcw.org/media
centre/featuredopics/chemtecieentre
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1 In addition tothose ofscheduled chemicalsgd spectrawhere availableof relevant
unscheduledand newly scheduledhemicals to theOPCW Central Analytical
Datebase QCAD), for onsite and offsite identificationpurposes.

1 Provide procedures for analys newly scheduled agentgICs, CNS-acting
chemicals andiologicaltoxins

1 For further information see the considerations of TWG-Sutup C.

Which technologies and methodologies (wkiger established or new) can beused in
provenancing of chemical and/o material samples collected in annvestigation? TOR
sub-paragraph 4(f)

Recommendationl18: Consider establishing a new TWih the provenancing asamples of
chemicas relevant to the Convention

1 Discussions shouldring together SABmembers representates of Designated
Laboratoriesand other experts ichemical forensics and profiling.

1 Chemical profiling of samples tenable determination of their provenance requires
analytical and data analysis approachesnd reference data that diffetlom those
beng currently employed by the Designated Laboratory Netwfmk off-site
verification analysis.

1 TheTWG wouldconsiderinter alia requirements for method developmearidinter-
laboratory chemical profiling exercisegandardisatioand evaluation

1 For further information see the considerations of TWG-Subup E.

Recommendationl9: Developa chemical profiling database.

1 The OPCWLaboratoryshould consider developing an OPCW chemical profiling
database for raw instrumental dagéag(GC/MS datafor the compositionof samples
of chemicalthreatagens of known provenangencludingbut not Imited to additives,
synthetic impurities and degradation products.

1 Previously collected data on chemidhireatagent samplesould be added to the
database and uséat testingapproaches tohemical profiling.

1 For further information see tle@nsiderations of TWG SuBroup E

Recommendation 20: Encouragethe Secretariabnd Designated Laboratonyetwork to
engage with, and where possibjearticipat in projects of, the Chemical Forensics
International Technical Working Group (CFITWG).

1 The CFITWG is a forum for the development of pemriewed chemical profiling
approaches and the exchange on information that is suited to the provenance
determinationon chemical warfie@ agents and related compounds, which is a
developing fieldof science

1 For further information see the considerations of TWG-Sutup E.

Recommendation21: Publish scientific results obtained from the development of chemical
profiling methods in peereviewed scientific literature.

1 Peerreviewed scientific publications demonstrate validity and robustness of methods
and enable data comparison. They are viewed worldwide as important validations for
investigative mechanisms

1 For further information see ¢hconsiderations of TWG SuBroupE.
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Which methods are available (or are beingleveloped) for the sampling andanalysis of
environmental and biomedical maerials that can be used in thedetection of toxic
industrial chemicals relevant to the ConventionTOR subparagraph 4(g)

Recommendation22: Ensure thathe Secretariat has access to capabilitesserification
and response to threats frdiCs.

1 This would includedefining and maintaining a prioritized T3t that includes the
most likely types ofchemicals for which capabilities might be requir&shgaging
with experts in Immonitoring and biomedical analysis methdds TICs, andwith
those handing and monitognTICs in chemical industrywould also help tensure
thatthe Secretariat is fully awa of stateof-the-art methods for sampling and analysis
of TICs.

1 For further information see the considerations of TWG-SutupC.

Which technologies andmethodologies (whther established or new) can beused in
ensuring chain of custody and verifying athenticity (especially in regard to digital
images and video recordings)TOR subparagraph 4(h)

Recommendation 23: Consider how to best make use siitable electronic evidence
tracking technologs which can be attached to, or packed with evidenocgdls at the point
of collection and followed electronically
1 Internetof-things (IoT) devices that can record information the handling and
integrity of a packaged samplare an area to consider. Combinations of these
tracking devices such as, Traceemdgification Number [Spoor Identificatie Nummer
(SIN)?3], and the Comprehensive Test Ban Treaty/Onsite Inspection (COBTY
sample tracking systeéth can provide added capabilities for ensuring chain of
custody Distributed ledger technology (DLT/blockchast)ouldalsobe considered
1 For further information see the considerations of TWG-Sutup D.

Which technologies and methodologies (whiger established or new) can beaised to
ensure the integrity of an investigation siteOR subparagraph 4(i)

Recommendation 24: Make use of technologies that allow digitalised docuatent of
investigation scenes and sites. ThiestnologiesncludeUAVs and UGVs photogrammetry
and/or 3D scanning systertwhich can be used individually or in combination).

1 These techologies include UAVs and UGVs, photogrammetry and/or 3D scanning
systemgwhich can be used individually or in combinationinese tools and methods
provide capabilities to provide real time images of an investigation site prior to entry
and duringa forersic investigation. Data collected in this manner would provide
information on the risks present at the site prior to entry, guide the development of
sampling strategies, and provide digitalised documentation of the incident site at the
moment it was examed. The latterenablesdetailed examination o& scene to
continue beyond the time an inspection team can be physically present, as well as
providing benefits for chatof-custody purposes

1 For further information see the considerations of TWG-SutupD.

22 For additional information, seéttps://polytrack.nl/
23 See for example: “Several key COTS equipment’ s
P. Li; Abstract from CTBTO SnT2018ttps://ctnw.tbto.org/ctnw/abstract/32290
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Do collections of physical objects, sampleand other information for chemical weapons
relevant analysis exis that can be made available toinvestigators for retrospective
review? And how might these collections beised to support investigations?TOR sub-

paragraph 4(j)

Recommendation 25: Explore the possibilities for retrospective mining of previously
collected data oauthentic samples containing signaturest@micalthreatagents
1 If permission can be obtained, such exercises wdndduseful for dveloping
reference data that includes validaté@mical signatureaformation
1 For further information see the considerations of TWG-SutwpE.

Recommendation 26: Encourage laboratories analysiruthentic samples containing
signaturesof chemical threat agentsto publish their resultsn peerreviewed scientific
journals, to enable additionaklidation of the methods and approaghasd to enhance
overall the capability of the Designated Laboratory network
1 Reports of provenance determination on cicam warfare agent samples are
especially relevant for validating the methods being developed ideledopingfield
of science. They are also vital for providing standards against which any allegations
of chemcal weapons use in future can be compatedncrease the probability of
finding concrete linkages between events in the past and those in the future. This is
important for the identification of linkages between multiple events of alleged
chemical weaponse
1 For further information see the consrdtions of TWG Sulgroup E.

Are there stakeholders that the Secretariat could usefully engage with, teverage their
capabilities on investigative mattersTOR subparagraph 4(k).

Recommendation 27: Identify and liaise withforensic laboratoriesto buid an informal
network of providers fordrensicservices.

f The forensic laboratories should have 1SO17025 equivalent accreditation and
proven andvalidated capabilitiesto answer missiospecific questions of the
Secretariat

1 For further information sethe considerations of TWG S@roup A.

Recommendation28: Further strengtheengagement witlscientific advisorymechanisms
of otherlnternationaOrganisations thatonsider forensic issues

1 A number of international science advice mechasjsiparticubrly those in
organisations with investigative responsibilities, maintain close ties with professional
international forensic societies.

1 It is important to engage with expert communities and to share experiences and best
practices for technical advicelhese interactions help to increase awareness of
forensic options that can be useful to the Secretariat.

1 Additionally, these networks prade opportunities to interact with a broad regional
representation of forensic expertise.

1 For further information see ¢hconsiderations of TWG SuBroupA.

24 ISO 17025: General requirements for the competence of testing and calibration laboratories;
International Organization for Standardization, ISO/IEC 17025:2017;
https//www.iso.org/standard/66912.html
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Recommendation29: Establishworking relationships with forensic science organisations,
laboratories, and experts to ensure that the Secretariat has a network that can provide advice
and analytical services short rotice.
1 Given the diversity of analysis needsd technologiethatmay be required fonon
routine operations, where higind capabilities ar@meededon an infrequent basis,
consideration could be given to accessing those capabilities through Service Level
Agreements $LA). Quality standard andbr accreditation requireents for the
capability should be specified in the SLA
1 With regard to forensic expertise, the TWG on Investigative Science and Technology
and the SAB have engaged with a broad range omiatienal forensic expertise and
organisations that the Secretamady wish to contact. This can be facilitated through
the SAB Secretary
1 For further information see the considerations of TWG-GutupA.

Recommendation30: Consider establishing a TW@® advise onhow to ensure that the
Secretariat has access to required capabilitiethéanalysis ofrelevant biologicatoxins

1 Discussions shouldring together SABmembers representatives oDesignated
Laboratoriesand other experts ibiologicaltoxin analyss.

1 Given the broad diversity of techniques required for toxin analysis, understanding the
capabilities of a wider group of laboratories that perform analyses of toxins, in
particular, High Molecular Weight (HMW) toxins, would be critical shoubdtirt
analysis be requiredor an investigation. An approach to overcoming capability
limitations could be to rely on outside proficiency testing exercises to identify those
laboratories experienced in the analysis of HMW toxins specifically, highly toxic
protein toxns. Laboratories supporting the United Nations Secrdbayeral's
Mechanism (UNSGM¥$>?® haveexperience with analysis of HMW toxinsndcould
likewise, potentially seek laboratory and other support fradPCW Designated
Laboratories that aneroficient in analysis of low molecular weight (LMW) toxins

1 For further information see the considerations of TWG-Gutup C.

Recommendation 31: Continueto strengthen working relationships witommunities of
expertise foridentifying relevant opesouce information and evaluating its authenticity,
particularly for digital information

1 For further information see the considerations of TWG-SutupF.

25 SecretanGener al ' s Mechani sm for I nvestigati on of
Weapons;https://www.un.org/disarmament/wmdésetarygeneralmechanism/
26 For further information on the Swiss UNSGM Designated Laboratories Workshop series, see:

https://www.laborspiez.ch/en/rue/uno/index.htm. See also workshop reports: (a) UNI3hnated
Laboratories  5th  Workshop  Report, &pi Laboratory, 2019; https://www.labor
spiez.ch/pdf/en/rue/UNSGM_Designated Laboratories 5th Wapk&eport.pdf (b) UNSGM
Designated Laboratories thd  Workshop Report, Spiez Laboratory, 2018;
https://www.laborspiez.ch/pdf/en/rue/UNSGM_Designatesotatories 4th workshop_Report.pdf

(c) UNSGM Degnated Laboratories 3rd Workshop Report, Spiez Laboratory, 2017;
https://www.laborspiez.ch/pdf/en/rue/lUNSGM 2017 FINAL_ Repdift. (d) UNSGM Designated

Laboratories a Workshop Report, Spiez Laboratory, 2016;
https://www.laborspiez.ch/pdf/en/rue/UNSGM_Def Report 2016.pde) UNSGM Designated
Laborataies Bt Workshop Report, Spiez Laboratory, 2015

https://www.laborspiez.ch/pdf/en/rue/lUNSGM_Def Report 2015.(%6e also a factheet on a
Network of Nominated Biological Laboratories for the UNSGMhttps://www.labor
spiez.ch/pdf/en/rue/lEtsheetNetwork of Nominated Biological Laboratories for the UNSGM.pdf
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Recanmendation 32: Make a concerted and continuing efforetagagecurrent and former
OPCW personnelwho have participated in newutine missionsin improving the
Secretariat’s investigative capability.
1 Involve thesgersonneln developinginvestigative procedures and equipmertdin
theevaluaton oftraining scenarios preparatiorfor future misgons
1 Engage thesegersonnelin identifying potential difficulties associated with the
sustainability of nonroutine missions and effective ways of addressing them.
Attention should be paid to issues such as-pasmatic stress
1 For further informationee the considerations of TWG SGisoupF.

Additional advice on Secretariatds propos
technologies, and equipment for investigative purpose$OR paragraph 5.

Recommendation 33: Strengthenthe ability to evaluate and adopiew technologes and
equipmento meet the Secretariatevolving need<fforts can be put forth that involve both
internal processes and voluntary assistance from Member States.
1 Conduct a modest technology evaluation and adaptation programme, finlaroreght
the regular budget, take advantage of equipment and procedures being developed in
other contexts
91 Establisha programme for technical support conducted by Member Stitisscould
follow the model of the IAEA)
91 For further information see the msiderations of TW&@ubGroup F

Recommendation 34: ldentify and carefully explorgechnical, forensic, and legal issues
involved in providing technical investigative assistance to a State Party and inform Member
States of the findings
1 Assisting a Statéarty mayrequire different operating procedures than are used in
investigations conducted by the OPCW.
91 For further information see the considerations of TWG-Sutup F.

Recommendation35: Consider mcorporaion of end user requirementsuch as reportgion
technical informationjnto mission planning and operating procedures when conducting a
missionthatmight transfer information to other entities
1 Information collected osite by inspectors and/or generated througksivdf analysis
may potentially b trasferred to others for further review. If the transferred
information is to be subjected to further evaluat{am particular if it were to be
reviewed under a legal framework which could require individuals involved in the
investigation to justify thir goproaches)suitability of the methodand approaches to
meet the needs of the evaluators must be considered
1 For further information see the considerations of TWG-Sutup F.

Recommendation 36: Increaseanalytical capabilities for new chemictireat agentsin
particular newly scheduled nerve agéefits
1 More specifically, in order to:
0 detect such chemicals in the field, botlptotect inspectors and to allow them
to carry out verification or assistancdigities and
0 to have reference standards and data for these chemicals, and their precursors
and degradation products, in order to establish recommended analytical
methods and tenable comparison of measurements and spectra
9 For further informationsee he considerations of TWG Stroups C and F.
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Background

Formation and objectives of theTemporary Working Group on Investigative Science
and Technology

Sincea United Nations (UN)ed mission to the Syrian Arab Republic 2013%" in which

OPCW inspecta played a key role in investigatinige use of chemical weapgrandthe
subsequent accession of the Syrian Arab Republic to the Convetit@® P CW’ s- non
routine mission portfoliohas continued to expand. This has seen the Secretaridy

removal ofchemicals fronthe Syrian Arab Republié®?® and Liby& and their subsequent
destruction outside the territories of th&ate Parties; initiate a Fa€inding Mission (FFM)

to determine credibility of allegations of use of ktieal weapon$;establish a Declarations
Assessment Team (DAT) t%implemania Uy SeQuity Goancils d e c |
decision tocarry out an OPCWJN Joint Investigation Mechanistnand participate in

additional norroutine missionsn the Syrian Arab Republig which includes a 2016 decision

by the Executive Council ( h enspedctiamsaat theeSyrjan “ t h e
Scientific Studies and Resear€entre (SSRCY° Irag? Libya®! and the United Kingdortf A

Rapid Response and Assistance Mission (RREMjasalsobeen added ttheSecr et ar i a't
assistance portfolio. Furthermore, #mvestigation andldentification Team (IIT),** was

2 (a) “United Nat igateAlegdfions of the Wse df GhenicalWeapons in the Syrian
Arab Republ-5/2013/785Adatéd8L8 Bebetnber 20h8ps://undocs.org/A/68/663

28 (a) UN to investigate allegations of the use of chemigapons in the Syrian Arab Republic Fact
Sheet, UNODA, 201 7ttps://s3.amazonaws.com/unegdeab/wp-content/uploads/2017/07/Syri&W-
InvestigationFactSheetJul2017.pdf ( b)) “Lessons Learned from the (
Trapp,
www.opcw.org/sites/default/fls/documents/PDF/Lessons_learned_from _the OPCW_Mission_in_Syr
ia.pdf

2 For further information on the Declaration Assessment Team, see:
www.opcw.org/declarationassessmtgdam

30 ( a) u$ &tingplementation of Executive Council Decision-88DEC.5 (dated 11 November
201 6) -87/DG.ES; dated 23 February 2018; and-&IDG.15Add.1, dated 28 February 2018),
(b) “First Il nspections at t he Bar z adearcla @ettre J a mr ay
Facilities in Syrian Arab Republic in Accordance with Decision@IDEC.5 (dated 11 November
2016) "85/DG(1& @ated 2 Jun2 017) , and (c¢) “ Reemealr tatub gf t he L
Implementation of Executive Council Decision 883/DEC 5 ( dat ed 11 No-vember
84/DG.25, dated 6 March 2017):
www.opcw.org/sites/default/files/documents/EC/84/en/ec84dg25 e .pdf

st (a) “Resultscioftesdamwieb #@tbeso Technical Secretari
declaration submitted by Libya with regard to the Category 2 chemical wesipoed at the Ruwagha
chemical weapons -89%/0S/a3g,e dfaatceid i 2 y Oc t( ECeariat's2 0 1 8 (
Evaluation of the Amended Declaration Submitted by Libya with Regard to the Category 2 Chemical
Weapons Stored at the Ruwagha Chemitél a p ons St or a-@¥S/2Fdatedi 1P Augyst’ ( EC

2016).

82 (a) “Note by the Techlhmeantalof SeacrRamird aRes [Esnad| #
(S/1381/20186, dated 10 May 2016):
www.opcw.org/sites/default/files/documents/S_series/2016/en/sA@B4 e .pdfan d , (b) “Not e
the Technical Secretariat: Guidelines for States Parties Requesting a Rapid Response and Assistance
Mi ssion” (S/1429/ 2016, dated 17
www.opcw.org/sites/default/files/documents/S_series/2016t782016 e_.pdf

33 For recent updat es, s e-Seneraf: ®rogressRre theoImplemdntationtoh e Di r

Decision GSS4/DEC.3 on Addressing the Threat from Chemical pdeas U s €1/DG 28, Gated
1 July 2019): www.opcw.org/sites/default/files/documents/2019/07/ec91dg20%28e%29.pdf. (b) Work
of the Investigation and Identification Team Established by Decisi@&@/DEC.3 (Dated 27 June

2018) (EG91/S/3, dated 28 June 19) . And, (c) “ Re@eperat Prdgness intthe Di r e c
Implementation of DecisionSS4/ DEC. 3 on Addressing the Threat f
(EC-90/DG.14, dated 7 March 2019):

Investigative Sience and Technology 21


https://undocs.org/A/68/663
https://s3.amazonaws.com/unoda-web/wp-content/uploads/2017/07/Syrian-CW-Investigation-Fact-Sheet-Jul2017.pdf
https://s3.amazonaws.com/unoda-web/wp-content/uploads/2017/07/Syrian-CW-Investigation-Fact-Sheet-Jul2017.pdf
http://www.opcw.org/sites/default/files/documents/PDF/Lessons_learned_from_the_OPCW_Mission_in_Syria.pdf
http://www.opcw.org/sites/default/files/documents/PDF/Lessons_learned_from_the_OPCW_Mission_in_Syria.pdf
http://www.opcw.org/declarationassessment-team
http://www.opcw.org/sites/default/files/documents/EC/84/en/ec84dg25_e_.pdf
http://www.opcw.org/sites/default/files/documents/S_series/2016/en/s1381-2016_e_.pdf
http://www.opcw.org/sites/default/files/documents/S_series/2016/en/s-1429-2016_e_.pdf

establishedollowing a decisbn by States Parties #flune2018 to address theseof chemical
weapons irthe Syrian Arab Republi¢including the identification of perpetratofEhe 2018
decision also mandated the Diree@eneral to provide technical assince to a member
state invesgating the possible use of chemical weapons on its own tefridrich could
involve the use of toxic chemicals by N&tate Actors? The nonrroutine missions
demonstratescenariosand situationgpreviously thought unlikgl and thatdo not fall under
the provisions for investigations of alleged use (IAOsthallenge inspections (Clsihder
Articles IX and X of the Conventigi? yet their objectives catontain similar aspects.

Non-routine missionspresent a range of new and unexpected challenges;utenly with
regard to accesw reliable information to guidenission planningscene assessment and
conduct ofoperatios. Available information on a chemical incident, as well as situational
awaremess for safe assessment of the scene can be affgctedtors that are difficult to
evaluate. For example, the team may neecdadsesswitness statements and materials
provided by external parties which were collected outside the supervision of artiorspec
team The information that might need to be caiesed could include allegations of
casualtiesreported observations of symptoms, sogiadiaposts digital images and videps
anda variety of open source materials.

Addi ti onal | yonroutiGePrgissions often take place in npermissive
environmats, where inspecterfacedelayed accesdimited time on site and/or equipment
constraints Under these circumstangesperating procedures designed fpermissive
environmentsnay beunsuitable The® operating conditions can complicate identification o
potential hazardsyhich cancompromig the capability to mitigate operational dangansl
limit the ability to perform targeted collection tife most suitable samples and evidence for
further analys. OPCW norroutine missiondiave beemundertakenn hostile environments,

in extreme weather conditions, andderdynamic security Siiations®

Recognising where modern investigative techniques can delsleable and actionable
information the SABrecommended at its TwenBourth Sessionthe establisiment of a
TWG to conduct an hdepth review of methods artéchnologies that could be usbésg
OPCW for investigative workl The SAB reasoned thatapabiliies enabled through
advances in investigative science and technology would bémefbbustness oihformation
and analysis associated witbrrroutinemissions. Key inputs for thiecommendation came
through findings ofa previous TWG on verificatidh and two international workshop

www.opcw.org/sites/default/files/documents/2019/03/ec90dg14%28e%2F@dfurther information
seewww.opcw.org/nedia-centre/featuredopics/decisioraddressinghreatchemicalweaponsuse

34 “Decision: Addressing the Threat PoStealt ebyActthoer sU
EC 86/ DEC. 9, dat ed 13 October
www.opcw.org/sites/default/files/daments/EC/86/en/ec86dec09 e .pdf

35 “Three Types of Inspections”, OPCW Fact
www.opcw.org/sites/default/files/docemts/Fact Sheets/English/Fact _Sheet Fispections.pdf

36 See (a) paragraphs 5.3 to 5.5 of “Report of the
Technol ogi es "-26/WP.1, ( S A Hated 21 July 2017);

www.opcw.org/sites/default/files/documents/SAB/en/sab26wp01 SAB(piifParagraphs 8.1 to 8.3
of SAB-27/WP.1 (referenced in footnot@)1

s7 See paragraphs 1.2 and 8.12 to 8.17 of the Report of the ScientifeoAdBoard at its Twenty Fourth
Session (SAR4/1, dated 28 October 201 6)yww.opcw.orgsites/default/files/documents/SAB/en/sab
24-01 e .pdf
38 “VerificatonRepotr of t he Scientific Advisory Board’s Temp

dated 11 June 2015).
www.opcw.org/siteslefault/files/documents/SAB/en/Final_Report of SAB_TWG_on_Verification_
as_presented to SAB.pdf
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organised by the SAB in 2016 and 2017 on chemical foréfisind emeging technologie’

The SAB's advice to the Fourth ReviewConfer

emphasised the need for the Secretariat uitd bupon its existing investigative science
capabilities in order to maintain and expand its effectivet@sneet future challengés.

At the request of the Direct@eneral, the TWG oihnvestigativeScience andlechnology
was established in 2017.Dr Veronica Borrett of the SAB, was appointed as the TWG
Chairpeson with support from Vic€ hai r per son Dr Ed van Zal
of work wasto review science and technologselevant to investigations sucks those
mandated under Articles IX and X ¢fe Chemical Weapons Conventidrhnis would include
sciene and technology for the Mdation and provenancing (i.determining the chronology
of ownership, custody and/or loaat) of evidence, andhe integration of multiple and
diverse inputdo reconstruct a past evemtdditionally, the TWG was asked to uedake
furtherconsideratio ofr e commendati ons from the SAB’ s
and assessment of relevastientfic and technological merits of methodologiesnerging
technologies and new equipmt which could be used in OPCW verificatiactivities*
These topis have significantelevance to th€ o n v e n \etlificatioh segme, especially
for sampling andanalysis, and collection and validation of information in suppomarf
routine missionsTheterms of referenceTOR) of the TWG a&e provided in Annex 1 dahis
report

The TWG held five meetings from February 2018 to November 204t a combined
attendance of nearly 158ople from 36 States Part#sThrough these meetings, the TWG
received more than 100 briefings from the Secretariat and invited expeeSecretariat
provided insight into itsronroutine mission portfolio from current and former inspectors.
These briefings provided important insights and lessons learned fromeltierdfigarding
equipment and procedures that could help strengthen its investigative capaliliigs
expertise included foreic intelligence;methods for detecting concealment or tampeadhg
digital information remote sampling using unmanned ground aerial vehicle platforms,
and the usof satellite imagery for retrospective &yms and proactive monitoringhemical
andbiomarker analysis, inctling methodgor identifying chemicalexposuranducedinjury;
investigatios of recent high-profile caes involving chemical agentsicluding toxins
international arms control, disarmament and romliferation treaty verificatio; the
collection of evidence and informati under adverse circumstancasd the use of open
soure intelligence for verificabn applications. Lists of the TWG members and the guest
speakers who helped inform their deliberations are provided in Anrg&xasl 4 of this
report.

39 “Report of the Scientific Advi sorSABRBWR.t ddted Wor ks
14 July 2016)www.opcw.org/sites/default/files/documents/SAB/en/sab24wp01 e .pdf

40 “Report of the Scientific Advi sToercyh n®d26hyR.less ” W rSKAs
dated 21 July 2017yyww.opcw.org/sites/default/files/documents/SAB/ehZBwp01 SAB.pdf

a1 Fourth Special Session of the Confereotthe States Parties to Review the Operation of the Chemical
Weapons Convention.

42 “Report of the Scientific Advisory Board on
Special Sessn of the Conference of the States Parties to Review theatpe of the Chemical
Weapons ConventDG.b," dated RC 30 April 2018):

www.opcw.org/sites/defaufifes/documents/CSP/RC4/en/rc4dg0l1_e ..pdn executive sumary
brochure is also available; www.opcw.org/sites/default/files/docuants/2018/10/SAB_RG4
Executive_Summary Recommendationsvebpdf.

43 Chemical Weapons Convention Article VIII, paragraph Www.opcw.org/chemicalveapons
convention/articles/articliii -organization
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An important and valuable aspextross theneetings was the engagement between the TWG
and Secretariat snanagement and sta#specially those with field experiencas well as
external forensic practitioners. This ensutlealt the operational context was well understood

by the TWG and provided opportules for the Secretariat to learn from the technical
briefings and discussions. This should help pave the way for the seamless integration of any
recommendations that are aded by the OPCW.

Findings of the Temporary Working Group on Investigative Science and
Technology

Given thebroad scope of thematiopicsin the terms of referenqsee paragraphs 4 and 5 of
the TOR in Annex 1), six sufroups (A, B, C, D, E and F) were established to take forward
the programme of work. The questions that the TWAS askedo address were grouped into
six sets of reled thematic topics and each sssigned to one stgroup as indicated in
Table 1. This summary of findings is organised according to the work of eagjiayh

Table 1: SubGroups of the TWG and their areas of consideration.

Sub-Group Questions Condilered from the Terms of Referene (TOR)

TOR Sub-Paragrapht(a): Which methods and capabilities used in the forensic sciences
usefully be developed and/or adopted for Chemical Weapons Convbated investigations?
A
TOR SubParagraph(k): Are there stakeholders that tBecretariat could usefully engage wi
to leverage their capabilities on investigative matters?

TOR SubParagrapht(b): What are the best practices and analysis tools used in the fq
sciences for effectively crogsferening, validating, and linkig together information related {
investigation sites, materials collected/analysed and individuals interviewed?

TOR Sub-Paragraph(c): What are the best practices for management of data collect
investigations, includingampilation,curation, and analytics?
TOR SubParagraphi(e): Which technologies and methodologies (whether established or
allow pointof-care and nowlestructive measurements at an investigation site to help
evidence collection?

TOR SubPararaph 4(g): Which methods are available (or are being developed) for
sampling and analysis of environmental and biomedical materials and can be used
detection of toxic industrial chemicals relevant to the Convention?

TOR SubParagraph 4(d): Wat arethe best practices for the collection, handling, curation
storage, and annotation of evidence?

TOR SubParagraph (4h): Which technologies and methodologies (whether established ¢
D can be used in ensuring chain of custody and verifyingeatitity (especially in regard t
digital images and video recordings)?

TOR SubParagraph 4(i)Which technologies and methodologies (whether established or
can be used to ensure the integrity of an investigation site?

TOR SubParagraph 4(f): Whbh techmologies and methodologies (whether established or

can be used in provenancing of chemical and/or material samples collected in an investig

E TOR SubParagraph 4(j): Do collections of physical objects, samples, and other informat
chemicalweapongelated analysis exist and can they be made available to investigatd
retrospective review? How might these collections be used to support investigations?

= Additional advice, includingTOR SubParagraph 5: advice on ti®e c r estpeoposais tfol

methodologies, procedures, technologies, and equipment for investigative purposes.

Investigative Sience and Technology 24



Sub-group A: Forensic Methods and Capabilities

Subgroup Awas tasked taddress forensic methods and capabilities, with focushen
guestiondrom swb-paragraphs 4(a) and 4(k) ofthe TWG T OR, :whi ch ar e

1 Which methods and capabilities used in the forensic sciences could usefully be
developed and/or adopted forChemical Weapons Conventitrased
investigations?

1 Are there stakeholders that the Seciatarould usefully engage with teverage
their capabilities on investigative matters?

The sib-grouplooked at three priority areas to address the assigned questio
1 Exploration ofthe range oavailableforensic resources and their accessihility

1 Corsidertion of opportunities to involve Designated Laboratories and forensic
laboratories to explore areas of common intews,

1 Engagementith forensic science networks, building on existing relationships.

Forensic science encompassies study of @moes (remnants of presence anddotivity),**

where the traces serve sifent witnesses that need to tetectedand understootb make
rea®nable inferences about crimal phenomena, investigation afemonstration for
intelligence, investigation and cdyurposesThis requires that a spectrum of techniques and
methods be available to allow the use of multiple types of data streams toahewsons

about the circumstances surrounding an event of interest. Of relevance to the work of the
Secretariat,d how chemical information is integrated with other measurements and evidence
for identification purposes.

The integration of different dataypes and the linkages they reveal is most effectively
performed through a forensic intelligence appro&drenst intelligences not solely limited

to investigations or to confirm hypotheses suggested by conveniinwestigative means, but
also to poactively provide insights intactivities of those who plan and execute a chemical
incident and to support the @liation of relevant hypotheses.

To complement the Secretataexpertise in chemical analysis and from consideration of the
types of datacollected in nofroutine missions, the following inventory of forensic
capabilities were highlighted as being relev

1 Digital technologies: image analysis.g.authentication, metdata, correlation of
images), analysis of digital fil&s (authentication, destruction, concealment,

a4 The Routlede International Handbook of Forensic Intelligence and Criminolo@y; Rossy, D.
DecaryHetu, O. Delemont, M. Mulone (eds), Routledge, London, 2017. DOI:
10.4324/9781315541945.

45 (a) “ Digital transformatiorrisk management ifiorensicsciencelaborateies’. E. Casey, TSouvignet
Preprint submitted td=SI Digital Investigitions January2020. (b) A Frameworkfor Harmonizing
Forensic Science Practices and Digital/Multimedia Evider@8AC Technical Series 0002, OSAC
Task Group on Digital/Multimedia Science; 2018;
https://www.nist.gov/sites/default/files/documents/2018/01/10/osac_ts_000@pddigital Evidence
& Computer Crime: Forensic Science, Computers and the Inteheasey; Academic Press; 2011.
(d) Reconstructing Digital Evidence; E. CaseyGnme Reconstretion; W. J. Chisum, B. Turvey;
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tampering), analysis of social media (sources, trends), documalhysis, Big
Data amlysis site documentatiore(g.3D image generation and digitalisatté)n

1 Biometrics: facial recognition, fingerprint analysis, speech analysis (including
voice analysis from radio communications and video clipgpdwritinganalysis,
and DNA analysis!

1 Explosions, explosives and nunitions: impact analysis, identification and
profiling, and ballistics

1 Forensic medicine and forensic toxicology: autopsy (which requires a medical
doctor, and consideration of performing on or near the location of thaemicias
well as anycultural or religious congleration3, analysis of human tissues and
body fluids and interpretation relatedtbe cause of death or injufy.

Existing capabilities in chemical analysisspeciallychemicalprofiling methodsbased on
intrinsic (isotopesandstereagsomer$ andextrinsic signaturesrapurity profiling) for organic
and inorganic chemicakhould be augmentegith expertise irchemical forensics, materials
characterisationandchemical engineering

Critical for any invespation teams animpartial forensic adviserThe advisr shouldhave a
broad background in forensic analysis aimd chemical weapon related investigations
requiresfamiliarity with chemical weapons issues, knowledge of applicable (inter)national
laws, and knowledge of netwks of forensic laboratories as well as tBesignated
LaboratoriesA pool of forensic adviers could also be considered.

Operationally forensic adviers provideadvice for the selection of exhibits to be examined in
relation tothe incidentof interestand investigative questions, guide the phrasing of forensic
guestions and explain the outcometloé forensic analysis. Amdividual in this role must
possaes stong communication skills.

Academic Press, 2011, Chapter 17, 538. DOI: 10.1016/B978-12-3864604.000175. (€) The
growing impact of full disk encryption on digital forensics; E. Casey, G. Fellows, M. Geiger, G.
Stellatos; Digitalnvestigation; P11, 8(2), 129134. DOI: 10.1016/j.diin.2011.09.005.

46 “Ilmaging in forensic science: five years”. R. M.
16, 2433. DOI: 10.1016/}.jofri.2019.01.002. (b) See also paragraphs 11.1 toflERB-29/WP.01
(referenced in footnote 13(d)).

a7 M. Tistarelli, E. Grosso, D. Meuwly; “Biometrics
Technol ogi es”; | n: V. Cantoni, D. Di mov, M. Ti s
2014. Lectue Notes in Comper Science, 2014, 8897. Springer, Cham. DOI: 10.1007299B>
133867_12.
(a) D. Seckiner, X. Mal | et t, P. Ma y nMonptebmetri® . Me u wl

assessment from s uForersic | Scia ning. e2019f @9Bt &7pHE. " DOI:
10.1016/j.forsciint.2019.01.00. (b) C. G. Zeinstra, D. Meuwly, A. C. Ruifrok, R. N. Veldhuis, L. J.

Spreeuwer s; “Forensic face recognition as a mear
Forensic Sci. Rey.2018,30(1) 21-32. (c) A. J. Leegwater, D. Meuwly, M. Sjerps, P. Vergeer, I.

Al beri nk; “Per f or nbased lekelit®oduRhtio Systtm far Fdensicr Fengermark

Co mp ar J. Borensic Scj.2017,62(3), 626640. DOI: 10.1111/1558029.13339. (d) D. Maltoni,

R. Cappelli, D. Meuw vy ; “Aut omat ed Fingerprint I denti ficat
Fingermar ks”; i n: M. T iHantbaak efIBlometrics @r Forl€risia Gtercel C . (

Advances in Computer Vision and Pattern RecognitRiii7 Springer, fam. DOI: 10.100/9783-
319506739_3.

48 For example: (a) H. John, M. J. van der Schans, M. Koller, H. E. T. Spruit, F. Worek, H. Thiermann,
D. Noort; “Fat al sarin poisoning in Syria 2013:
n e t w d-ordnsic; Toxicology2018,36(1), 61-71.DOI: 10.1007/s1141917-03767. (b) Paragraphs
8.2 to 8.3 of SAB24/WP.1 (references in footnote 39).
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Given the broad variety of forensic arsiyy capabilities that might be required, the
Secretariat would benefit from access to laboratories capable of perfoamiagge of
forensic analyss in addition to the current analysis pabilities of the Designated
Laboratories. Considerations1 identifying suitable laboratories include: ISO 17025
accreditation,participationin relevant proficiency testingwhich should be broader than
chemical identification and include examination ofexhibits, interpretationand drawing
conclusios), and thecapabilty to handle (possible) contaminated evidencaboratories
should havecapabilities matched to investigative needs, be able to maintain chain of custody
and confidentialityand becapable of bringing information into a legal framework.

There is also aeed for identifying laboratories with geographic diversity and establishing
memorandums of understandin@LAs, or other suitable relationships. The roles of
government ministries, delegations and National Authorities in the working relationships
with any potential partner laboratory should also be considered, as political considerations
must be taken into accourtgreements with suitable labatories should be pursued to allow

a selection ofthemto be called upon when needed. Such laboratory relatiqrshwould
require working procedures be developed

Finally, the subgroup reviewed investigative workflows andvin these might look in the
context ofthe OPCW, indicating points along the workflow where an impartial forensic
adviser would be beneficiandthe development of an impartial review procdss. each of

the investigation phases (Figuf@, and especially for crime scene investigation (CSI),
R/SOPs applications and technologies need to be identified and selected for implementation.
It is important to adjust and integrate 8 Psinto the existing workflows of an organisation.

An impartial forenst advisoris aresource across the different phases of the investigation to
advise on the questions asked, selection of the exhibits to be examine@partthg the
results of the laboratory investigations. At the end of the investigative processatedegr
reports, where the results of the investigations are evaluated on whether or not they support
the narrative of the incident, including any conclusitimat have been determined, are useful
for communicating the findings

Figure 1: Forensic workflow

Recommendationsf Subgroup A
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Recommendation:Appoint a forensic advisor with broad experience in forensic science,
forensic examinations and intem@nal law to provide advice to the Direct@eneral and
the OPCW?°

An independent external expert could be considemthen undertaking
investigations, inspection teams would benefit from having a forensic advise
available for consultancy to provide forensic adwéesite, for optimal planning

and conduct of investigative activities to ensure they meet international forensic
standards, take advantage of modern forensic methods, and incorporate the broad
range & available forensic expertise

Recommendation:Create ownership by engaging the Secretariat in the integration of
forensic REOPsinto the OPCW workflows

A working group of Secretariat staff and forensic experts could be established to
integrate forens practices into relevant R/SOPs, arapplications and
technologies into the OPCW workflows for romutine missions. This working
group could also advise on Secretariat training curriculum.

Recommendation:Ensure that the technical findings of an inigeion undergo an
objectivereview consistent with forensic best practice to provide the Dirgstareral with
an additional level of quality assurance.

Reviewers could be engaged by the OPCW on an anonyivasis andbe
appointed from external organigats. They would have recogeid expertise in
technical fields and/or forensic science relevant to the specific investigation

Recommendationldentify and liaise with forensic laboratories to build an informal network
of providers for forensic services.

The forensidaboratories should have 1SO17826r equivalentaccreditation and
proven and validated capabilities to answer missjpecific questions of the
Secretariat

Recommendation: Establish working reltionships in advance with forensic science
organisations, laboratories, and experts to ensure that the Secretariat has@kttat can
provide advice and analytical services on short notice.

With regard to laboratories, given the diversity of analgsisds that are plausible

in nonroutine operations, where higind capabilities are required on an
infrequent basis, considdion could be given to accessing those capabilities
through SLA. Quality standards and/or accreditation requirements for the
capaility should be specified in the SLAVith regard to forensic expertise, the
TWG onlnvestigativeScience and echnologyandthe SAB hae engaged with a
broad range of international forensic expertise and organisatioats the
Secretariat may wish to otact. This can be facilitated through the SAB
Secretary

Recommendation:Further strengthen engagement with scientific advisory mechanisms of
other International Organisations that consider forensic issues.
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These ineractionswill help to increase awaness of forensic options that can be
useful to the Secretariah number of international science advice mechanisms,
particularly those in organisations with investigative responsibilities, maintain
close ties with pradssional international forensic setes. It is important to
engage with expert communities and to share experiences and best practices for
technical advice. Additionally, these networks provide opportunities to interact
with a broad regionakpresentation of forensic expertise

Sub-group B: Data Collection and Management

Subgroup B was tasked taddressdata collection and managememtith focus onthe
guestiondrom subparagraphs 4(b) and 4(cfthe TWG s T OR, :whi ch ar e

1 What arethe best practices and analysis tools used in tren$tc sciences for
effectively crosgeferencing, validating, and linking together information related
to investigation sites, materials collected/analysed and individuals intervdewed

1 What are the begtractices for management of data collected in ingasons,
including compilation, curation, and analyfics

The sib-grouplooked at two priority areas to address the assigned questions

1 Exploration ofchainof-custody best practices and technologlest tare in use
and,

1 Exploration ofbest practicesor data management (including data analytics) and
how these can be applied while maintaining appropriate confidentiality

Elements of best practices for forensic data collection and management wéfieddetthin
documents produced by forensiesiitues International Organations, the International
Criminal Court (ICC), International Standards Orgaations (ISO)and a number of
Academic Institutes. None of the documents the TWG reviewed weredhvemstandlone
R/SOPson data collection and magement, indicating the necessary procedures for a given
type of data may need to bpecificallyincluded within relevanR/SOPs This would ideally

be achieved in consultation with a forensic expert egpeed inchemical warfare agent
relatedinvestigatons

An important aspect of data collection that must be considered is that the mandate of the
mission will dictate the manner in which a forensic investigaisozonducted® There may

also be multiple organisations looking at a spedificident (or sries é incidents)with
different focus areas, for examptgenocide, crimes against humanity, use of chemical
weaponspr gender based violence, with each mission collecting informatiompendently

of one anotherfThis requires a fit for purposeformaion management system.

Ultimately, anyinformation management system needs to allow case investigators access to
relevant data streams and analysis tools to evaluate linkages and relationships for a case of
interest.Systems such as the NFI HansKgmrovide usful examples for balancing security,

49 See paragraphs 11.1 to 11.6 of SBBWP.3 (referenced in footnote 13(c)).
50 For further information on Haken, see https://www.forensicinstitute.nl/productnd
services/forensiproducts/hansken
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privacy and transparency in ways that allowsadform to be used across agencies and across
forensic disciplinesHow the data management systentasfigured for usevill depend on

the needs of therganisatio(s) involvedand investigationThe gstemcan be set up to allow
searching across cases that may not necessariidiedor can be set up to limit access to
individual cases in isolatiofrom others. Furthermore ffective use ofsuchtools requires
access to information managememtdadigital forensics expertise provide guidance to
investigators.

Information managementapabilities developed for specific OPCW missiahould be
approached in a manner thatsures there ino loss of capbility in future Appropriate
planning to address this issue should be prioritesadl nformation management considered

in a systematic way. In this regard, there may be value in exploring and drawing on
capabilities from other international organizasdm ensurecontinuing capability.

In regardto the preservation of evide®, evidencenust be preserved (to tigeeatesextent
possible) in the same state as it was received. From the evidence replication/reproduction of
analyses either internally or externally shalsobe possibleHowever, hiscamot alwayshe
achievedas destructive analyticaechniques may be requite In a traditional forensic
science laboratory, this would requieewaiver signé by the stakeholdefEvidence can
degrade throughaturalprocesses, especially with chemical samples in complex mattices.
Another complicationrecognised by the TWG isdhin chemical weapon demilitarisation
missions samples have not been retained, makatgpspective analysimpossible

Any given type of ewence will also require specific procedures unique to that type of
evidence. For example, in standard foremssience procedures involving the collection of
samples foDNA analysis anonymized reference samples of all team membersatassbe
taken andncluded with the sampleéd

When following any R/SOP for evidence collection and analysis that may go into a
regulatory or legal environment, adherence to procedures described in the document (and
being able to identify the exact version of the docunsnployed) is important, should a
court require them later.

Chain of custody is defined as the uninterruptedtrol of evidence fronthe scene of an
incident to a court. This is also known as: Care and Control of Evidence; Continuity of
Possession and Bibit Continuity. Following strict forensic procedures, evidential matesial
handled at every step as if it is to be presentagldaurtroont this requires documentation
showing the chronology of custody, control, transfer, receipt or relinquishment of
items/exibits. Furthermorgethe number of indiduals handling the evidence is bédistited

51 (a) “Response t-GendrdliseRedbest te the Sciantifdvisory Board to Provide
Further Advie on Chemi cal Weapons Samg@B/WP.2Sdatach25 Mayt y and
2016); www.opcw.org/sites/default/files/doments/SAB/en/saB3-wp02 e .pdf ( b)ice 'orAd v
Chemical Weapons Sample Stability and Storage Provided by the Scientific Advisory Board of the
Organisation for the Prohibition of Chemical Weapons to Increase Investigative Capabilities
Worldwide, C. M. Tinperley, J. E. Forman, M. Abdollahi, A.SI-Amri, I. P. Alonso, A. Baulig, V.
Borrett, F. A. Carifio, C. Curty, D. Gonzéalez Berrutti, Z. Kovarik, R. Martiflearez, R. Mikulak, N.
M. Fusaro Mourdo, P. Ramasami, S. Neffe, S. K. Raza, V. Rubaylo, K. Tak€udtang, F. Trifiro,
F. Mauritz van Saten, P. S. Vanninen, V. Zaitsev, F. Wagar, M. Said ZinayIMBlum, H. Gregg, E.
Fischer, S. Sun, P. Yangalantg 2018,188 808832. DOI: 10.1016/j.talanta.2018.04.022.

52 See for example DNA related forengigidelines and best practices made avigl#trough the

European Network of Forensic Science Institultéis://enfsi.eu/documents/
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to the smallest number possipleith each transfer properly documented to maintain the
chain of custody. In a cowdom, the prosecution has a duty to proe integrity of an
exhibit, and more specifically to demonstrate that the exHibin where the sample was
taken isthe samasthatcollectedat the scenef the incident

If information collected in an investigation is intended to go beyond the sciehisis the
analysis, it is important to consider that the case files are disclosable. This requires that a case
report be prepared which includes findings, interpretations and conclusions. This report
would be a complete document and must include enoughmmationto be reviewed by
another expert. This forensic report might ultimately form part of a legal dossier and the
reporting officer may be called upon to testify in a judicial process. Additionally, anyone
from an organisation involved in analysis o&terial collected in an investigation may be
called upon to testify about analyses, interpretations and conclusions, forensic significance,
evidence handling and chain of custody, policies and procedures. The files must identify
everyone who was involvediny of hem might be summoned to testify. This includes
scientists, analysts, managers and support staff of the institution; this may require additional
training to prepare for such an eventuality

The case report would include a diversity of evidencd gfiormation, including: ase
repors and notes;ralytical results and interpretationuality control andchain of custody
information; images; \@dential material descriptions; phone logs; witness interviews; the
curriculum vitae of scientists involvedin an analysis; proficiency test recorgdsand
performance and training recordsis is often referred to as arénsic case filewhichis the

end result for presentation ircaurtoom.

Establishing a sound forensi@ase file requires thatR/SOPsare alignedto meeting the
mandate of thend user, in this case the Secretatiathis regardR/SOPsthat are relevant

to investigative work would benefit from revidwy forensicexpertsto ensure that they are fit

for purpose especially if the evidenceoltected will ultimately go into a judicial
environment. AnR/SOP review in this context would be to ascertain whether procedures
used toobtain evidence, images, interviews and other informatioswtable forbuilding a
forensic case file. Th&@ WG remgnises the importance of reviewing ROPsby recognised
experts to ensure theye forensically robust

In regard to TOR subaragraph 4(c), it wouldbe useful for inspectors involved in
investigative work to visit forensic institilgeand receivetraining on forensic methods.
Additionally, this would provide the inspectors with an overviewhow a case is handled

from beginning to end. T@wvalue of such an exercise is that even if a-rarine mission is

not charged with identificatiorof those nvolved, onsite inspectors are still effectively
performing a scene of incident investigation, which forms the foundation of any further work
toward identification of perpetrators. Having inspectors observe the process through which a
forensic laboratorynovesfrom collection of exhibits to a courtroom would provide a holistic
view and understanding of a forensic process

Recommendationsf Subqgroup B

Recommendatin: Review existing relevant 8DPs together with an expert forensic
consultant to ensure thahey are forensically sound and fit for purpose, suitable for
inclusion in a forensic case file and able to meet the requirements of the end user.

Effectively crossreferencing the information #ected across an investigation is
best accomplished throughe establishment of a forensic case file containing all
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components, including BOPsaligned to meeting the mandate of the end user.
OPCW RS5OPsused to obtain evidence, images, interviews ahdranformation
must be forensically sound and suitable wdda forensic case file

Recommendation:Ensure that Secretariat staff tasked with either reviewing or creating
R/SOPdor forensic investigations understand forensic case management systems.

An inspection team working in an investigative capacityegponse to an alleged
incident, is effectively undertaking a forensic investigation. Having inspectors
learn the process through which a forensic laboratory functions, from exhibits
collected fran crime scene through to a conclusion, is essential

Recommaeadation: Maintain a dedicated and efficient information management capability for
nortroutine missions on a loAggrm basis.

This should ensure that the necessary informati@vaslable at any point when
needed, rather than trying to-ceeate such a pability after an investigation is
mandated. Information management requires planning for continuing capability.
Even when investigations are only conducted on an infrequembcadasis, there
needs to be a continuing capability to manage information froast
investigations, and to be prepared to manage information from any future
investigationsinformation from past nenoutine missions should be available to
those wittdh kandw’eed

RecommendationManage information collected for investigativerposes separately from
information related to routine verification activities.

Given the sensitivity and stringent forensic requirements of an investigation, such
information, which could lead to decisions by international pelaking organs
(includingthe UN Security Council), or to national or international judicial action,
should be completely separated from other verification related information.

Recommendatin: Design the information management structure to be hardware and
software agnostic.

Information management should be thought of in terms of the availability,
usability, integrity and security of the data employed in an investigation.
Information managmeent is not primarily a matter of hardware and softyware
people and processes are of key antance.

Recommendation:Partner with an international body in the UN system that maintains a
similar information management capability forvestigative information on a continuing

long-term basis to gain access to existing tools and methodologies formation
management.

The Secretariat has created its own information management capabilities in
response to its neroutine missions. Thesmpabilities will need to be maintained

and strengthened, and require periodic updates in software, hardware, and
information management practices, which necessitate having adequate resources.
Partnering with a weltesourced agency might be a way to mize startup time

and cost if an investigation is mandated. A key issue would be ensuring that
information is preerly and appropriately protected
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Sub-group C: Sampling, Detection and Analysis

Subgroup C was tasked to address detectionaadysis, with focus on the questions from
subpar agraphs 4(e) and 4(g) of the TWG' s TOR,

1 Which technologies ahmethodologies (whether established or new) allow point
of-needand nonrdestructive measurements at an investigation site to héie gu
evidence collection?

1 Which methods are available (or are being developed) for the sampling and
analysis of environmeat and biomedical materials and can be used in the
detection of toxic industrial chemicals relevant to the Convention?

The subgrouplooked at four priority areas to address the assigned questions

1 Exploration of available tools for specific categoridscbemicals of relevance
(not limited to scheduled chemicals);

1 Exploration of inputs from industry, first responders and environahent
monitoring on the tools and approaches that may be available (this could be
especially relevant for toxic industrial ahecals);

1 For detection of toxic industrial chemicals in biomedical samples, gathering
published materials about environmental andupational exposureincluding
some older sciengeas relevant. Engagement with forensic toxicologists can also
be exploredand,

1 Consider available remote monitoring and/or portable systeimsuding
consideration of evaluation reports of available tethgies.

On-ssite measurements would ideally permit the detectioschaimical warfare agemtand
related compounds in games, liquid and solid forms, as well as toriaterialsof biological

origin (toxins). To offer a more complete coverage of possible chemical incident scenarios,
newly scheduled agent$)Cs, and CNSacting chemicals, such as fentanykould also be
consdered Measurements could be basedpirysical, chemical or enzymatic technologies
and enable detection af group of chemicals or provide endication of a specific agent
within a short time. Fast and robust peafthneedmeasurements would strongly ¢oibute to

the safety of inspectors, a&ll aslocatechemical contamination

Fieldable tests for assessing exposure to classical agents (biomedical samples)

Nerve agents

The most commomethodfor rapid pointof-needdiagnosis of exposure to nerve atgis
based on nerve ageintduced changes on acetgk butyrylcholinesterase (AChE or BuChE)
activity in blood®® However, large interand intraindividual variation of AChE activity in

53 (a) “An Evaluation of Blood CholinéastSaimaeed | Tastk
Knechtges, USACEHR Technical Report 0801, 2008;
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blood remains a drawback to shapproach. In order to draw firm re@dusions about a
possible exposure, the AChE inhibition level needs to be at #884f* In this regard,
baseline values of individuals are of utmost importacaeelection of asaysand devices

based on AChE or BuChmhibition are providedn Table2. A simple lateral flow assay
(LFA) or other immunochromatographic strip test would be ideal for rapid -pbimted
diagnosis of nerve agent exposure. Unfortunately, specific antibodies against nerve agent
phosphylated lwlinesterase are lacking due the gpioylated site in inhibited acetybr
butyrylcholinesterase not being accessible for antibody recognifiomumber of new
technologies/approaches have been reported, which do not require the availability of specific
antibodies (see Tabl?).

Sulfur musard

The majority of developments in the field gdoint-of-needdiagnosis for chemical agents
have focused on nerve agents. Neverthelpsmt-of-needdiagnostics for sulfur mustard
exposure have been demonstrated which employ antibaslyd detection cfulfur mustard
adducts. Using this approadield detection ofskin exposure to sulfur mustard should be
possible. Whether the same device that camatleskin exposure can also detect sulfur
mustard adducts with blood constituents is not known. Exampl&cek for detection of
sulfur mustard exposure are provided in Tab{#h2 list is not exhaustive and does not imply
endorsement by the TWG the SAB).

Table 2 Pointof-needtechnologies for assessment of exposure to nerve agents and sulfur
mustard This list provides a nonexhaustive overview it does not represent
recommendationsf the TWGor the SAB

. Manufacturer . o Matrices Commercially
Device Measurement Principle = Sensitivity .
Inventor Tested Available

Point-of-NeedDiagnostic Devices for NerveAgents
EQM Research
. AChE >20%
Testmate® Inc.United States activity inhibition Blood yes
of America
Securetec
ChECheck Detektions L > 20%
Mobile55 Systeme AG, AChE or BuChE activity inhibition Blood yes
Germany
. DSO . .
Scentmate; Laboratories AChE activity combined 1 nM Blood, no
lab on a chipf Singapore ’ with fluoride reactivation (in water) water

https://pdfs.semnticscholar.org/4el1d/a9b503a57a85c2d7d38e827cb4f0c68dad51.pdfb ) ahdA ne w
rapid colorimetric determination of acetylcholin
Andres, Jr, R, M. Feath&tone; Biochem. Pharmacol.; 1961, 7,-¥B DOI: 10.1016/0006
2952(61)90148.

54 “ O-mite analysis of acetylcholinesterasel dutyrylcholinesterase activity with the ChE check mobile
test kit—Determination of reference values and their relevance for diagnosis of exposure te organo
phosphor us FcWomek MuSchdha,”K. Neumaier, N. Aurbek, T. Wille, H. Thiermann, K.
Kehe;Toxicology Letters2016,249 22-28. DOI: 10.1016/j.toxlet.2016.03.007.

55 For further information, seéttp://www.egmresearch.cdm
56 For further information, seéttps://www.securetec.net/en/ragebtdeterminatioacholinesterase
57 ( a) -Onbkchip for rapid electrochemical detection ofne e a g e n Y. Tara W4K.nLbke, H.

N.-T. Nguyen, S. Tan, Swee. N. Bay, W. Wang, S. H. Nd@Biomedical microdevice2013,16. DOI:
10.1007/s10544901398304 . ( b)YondcAhilpabf or detection of -Ynerve ac
Tan, W:K. Loke, Y. Tan, Yong, NT. Nguyen, NarfTrung; Lab on a chip2008,8, 885891. DOl
10.1039/b800438b.
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Manufacturer

Matrices Commercially

Device (Inventor) Measurement Principle ‘ Sensitivity Tested J .
PacificNorthwest
National . .
Immunosensé? Laboratory, magniﬁglrc;]s:]eocatlrs?sihemlcal 8 pM Water yes
United States of Y
America
Central China -
Lateral flow BuChE activity
assa$® Normal BuChE concentration 0.02nM Water no
University
Institute for
Pharmacology S
Disclosure te§? | and Toxicology, AChEsgng):xgholiI:man 100 ng Skin no
Germany
5%
Immunochemical inhibition in
Lateral flow TNO, the determination of inhibited plasma Plasma no
assay Netherlands BuChE, after removal of and skin
native BUChE Low ng on
skin
Lateral flow Rapid Pathogen| Immunochemical detection
assaf Screening, Unitec of proteinnerve agent 10 ng/mL Blood no
States of America adduct
. Neogen, United . subnyg :
Enzyme ticke® States of America AChE activity quantities Skin yes
Point-of-NeedDiagnostic Devices for Sulfur Mustard
Securetec Immunochemical detection
Lateral flow Detektions of sulfur mustard DNA 2 uM Skin no
assaf® Systeme AG, H
adducts
Germany
Immunc TNO. the Immunochemical detgion Keratin
chemicat* Nethe’rlands of sulfur mustard keratin 0.2 uM and no
adducts callus
58 “Car bon -based aettrodhaial sensor for assay of salivary cholinesterase enzyme activity:

an exposure biomarker of or ganod Wam,s® hirachadk, Ype st i ci
Lin; Environ. Sci. Technol, 2008, 2, 7, 26882693. DOI: 10.1021/es702335y.

59 “1 nt e lateral floavdtest strip with electrochemical sensor for quantification of phosphorylated
cholinesterase: bi omar ker ofD.®x i Wang,L.eNangoD.lauyr gano pt
Y. Lin ; Anal. Chem.; 2012, 84(3), 1380385. DOI: 10.1021/ac202391w

60 “Devel opment of a sensitive, generic and easy to
A. Wosar, M. Baumann, H. Thiermann, T. Will@pxicology Letters2017, 280, 190194. DOI:
10.1016/j.toxlet.2017.08.021.

61 “ A -rhiflute pointof-care assay for detection of blood protein adducts resulting from low level
exposure to organophosphate nerve agents”’. R. V
SamburskyChemicebiological interactions; 2013, 203, 10812. DOI: 10.1016/j.cbi.2012.1011.

62 For further information, seéittp://foodsafety.neogen.com/en/pesticides

63 “Modi fied i mmunosl otbloturasmaygt @darod deNA caddweatis”a

Schrett, H. Thiermann, D.  SteinritzChem. Biol. Interact. 2013, 206(3) 23-28. DOI:
10.1016/j.cbi.2013.08.001.

64 (a) “Detection of Sudfhu€aMussabyg RHdget Ant nbéldimes
Groenendijk, D. Noort, A. Fidder, G. Schar@hemical biology & drug design2007,69, 31420.
DOI: 10.1111/j.1740285. 2007 . 00504 . x . (b) “I mmunochemical (
with kerati,m i n t he stratum &GoR. nae deBchan$, D.HNoam,aRy H. $1krs n " .
Groenendijk, A. Fidder, L. F. Chau, L. P. A. de JongHendrik, P. BensdDogm. ResToxicol; 2002,
15,1, 2125. DOI: 10.1021/tx0100136.
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Manufacturer

Matrices Commercially

Device (Inventor) Measurement Principle ‘ Sensitivity Tested J .
>50nMin
Immunochemical detection blood
Clrr]nerrnnlfgis Nzlt\lhcéyrlrrs ds of sulfur mustard adducts | >1s830 Blosokciinand no
(DNA) mg/m for
skin

*This product has been dis¢oued by this manufacturer.

Currently,the majority ofthe technologies described in Table 2, if in service, are being used
in dedicated welkquipped laboratories. For this reason, it is important to further test the
fieldability of the devices under ak field/operational conditionsPoint-of-need devices
should be considereds indicative testsand verification of the results requires biomedical
sample analysis performed using methods developdiddiyesignated Laboratori€8

Fieldable tests for assging the presence kéy toxinsin environmental sames

For fieldable toxin tests, a numbermdintof-needdiagnostic devices for detecting the plant
toxin ricin are availableand summarized in Table 3dowever, one of the devices listed in
Table 3(the list is not exhaustive and does not imply endorsement by the TWG or the SAB)
are likely to differentiate between ricin amiin agglutinin (RCA120¥/ a less toxic but
highly homologoug90% identical)protein also found in castor beamdore sophistated,
laboratorybased methods, such as mass spectrometry, are required for differeraration
unambiguous identificatiorFor reference, the sensitivity of commonly employeddased
methods is listed belaw

1 ELISA kits hawe particularly high sensitiyt 0.002-0.5 ng/mL*8

1 Surface Plasmon Resonance (SPRnhdgdmL, with differentiation between ricin and
agglutinin possibl&®

1 Mass Spectrometry: 1000 ng/mL, with differentiation between ricin and agglutinin
possible’°

65 “Standard Operating Procedure for I mmMustard | ot bl ot
Adducts i n Huma G.P.Banader &chans B. M&koenendijk, L.P.A. de Jong, H.P.

Benschop, D. Noort]. Anal.Toxicology 2004,28(5), 316-319. DOI: 1.1093/jat/28.5.316.

66 (a) SeeRecommended operating procedures for analysisarverification of chemical disarmament
P. Vanninen (ed); University of Helsinki, Finland, 2017. For further information see:
http://www.helsinki.fi/verifin/bluebook/(b) For a list of Designatedaboratories the analysis of
bi omedical samples, see “Status of Designated Latk
Samples” (S/ 1779/ 2 0wive.gpcwdoantsitesddef@uli/filed/dotusnentd/P01920Y/s
17792019%28e%29.pdf (b) “Status of Laboratories Desi
Environmental Sam!l es” (S/ 1775/2019, dated 23 July 20
www.opcw.org/sites/default/files/documents/2019/6777352019%28e%29. pdf

67 S. Worbs, M. Skiba, M. Sdderstrom, . Rapinoja, R. Zeleny, H. Russmann, H. Schimmel, P.
“Characterizatiron cofmmurniicsi nagagnldut i ni n refherence
Fredriksson, B. G. DorneT,oxins;2015,7(12) 49064934. DOI: 10.3390/toxins7124856.

68 “Recommende dcaliassags to scteendar riginont ai ni ng sampl es” . S.
M.-A. Avondet, D, Tracz, J. Dano, L. Schmidt, H. Volland, B. Dorner, C. Corbett; Toxins; 2015, 7(12),
4967-4986. DOI: 10.3390/toxins7124858.

69 “Simul taneous di fffcaioneoh ticin andiaggiutinia hydan gntibagpmndivich
surface plasmon resonansee nsor " . D. Stern, D. PAa Avondet, SM. Zyde
Worbs, F. Lisdat, M. B. Dorner, B. G. DorneBiosens. Bioelectron.2016, 78, 1117. DOI:
10.1016/j.bios.2015.11.020.
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Point-of-need devices for deteég saxitoxin are also available. Representative examples are
provided in Table 4the list is not exhaustive and does not imply endorsement by the TWG

or the SAB)

On-site detection/identification of chemicals in #®vironment

Chemical warfare agents oother toxic substancesised as chemical weaponsayn
contaminate environments in a variety of ways. Corresponding to a wide range of possible
scenarios, aariety of portablehandheld detection devices are commeiygiavailable as
chemical agenrspecificand related chemicaetectors. These devices are based on physical,
chemical or enzymatic technologies and can detect either a group of chemicals or provide a
concrete indication of a specific chemical within a sip@riod of time. Tabl& summarises
well-established technologies used in commercially available handheld s{stdradist is
not exhaustive and does not imply endorsement by the TWG or the $A8).CBRNE
Tech Index" database from MR3lobal also containsa large list of CBRNE detection,
collection, protection and analysis equipmeént

Table 3. Pointof-needdevices/technologies for detection of ricirhis list provides a nen
exhaustive overvievanddoes not represent recommendatiohthe TWGor the SAB
n.r. =not reported; n.d= not detected with 20 ngil™

Manufacturer

Device

(Inventor)

Measurement
Principle

Sensitivity in Buffer

External

Matrices
Tested

Lateral Flow Immunoassays (orsite detection, portabledevices)

Evaluation
(proficiency

test)

From manufacturer
5 ng/mL
BioThreat _Tetracore Other reported values Cosmet?cé6
Alert Ricin United States of ELISA 6 ng/mL7® and various | 500 ng/mL’
America 5 ng/mL™ powderg®™
3.6 ng/ml’®
10 ng/ml’®
70 “Analysis of ricin: anal ysi 8. GsbDbomertS Waylls,. L. Gdo;

Séder

Section 3, Part F in: P. Vanninen (edecommended operating procedures for analysis in the
verification of chemical disarmamg University of Helsinki, Finland, 2017, 5%&79.

71

hel d

detectors
38-39; https://www.laborspiez.ch/pdf/en/dok/jab/88 003 e laborspiez_jahresbericht 2015 web.pdf

for

A 2015 review of handheld chemical ageid et ect or s
BhGenpdr IPEY LARGRATCGRY Annualdreport 2015 ;

may al so

be of

72
73

ant h

“Eval

uati on
raci s

For further information, seéttp://www.cbrnetechindex.com/

and .
Langrer, B. A. Hofstad, J. R. Hutchison, K. Jarman, A. M. Melville, K. D. Victry, C.

of

ri

i mm iplogical sSndicatprstests fordfieldgsereeaimgeaof Badillus
R.

cin”. R

Health Secur.2017,15(1), 81-96. DOI: 10.1089/hs.2016.0044.
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Comprehensive
identification of ricin in suspicious white powders andenr on me nt al

rici

n field

| aboratory

A

eval

Bart hol

detection

uati on

omew,-
J. Bruekerar

i n

a Steeahard,” .
N. H. HeegaardBiosecur Bioterror,. 2014,12(4) 186:189. DOI: 10.1089/bsp.2014.0015

of a

sampl es

t

A.

er

M.

H.

1

highl y
D.

Prentice, D. G. Ramage, S. Prezioso, C. Gauthier, &anSm, R. Hastings, U. Basavanna, S. Datta, S.

K. Sharma, E. A. Garber, A. Staab, D. Pettit, R. Drumgoole, E. Swaney, P. L. Estacio, I. A. Elder, G.
Kovacs, B.S. Morse, R. B. Kellogg, L. Stanker, S. A. Morse, S. P. PBa&secur Bioterror, 2013,
11(4), 237%250. DOI: 10.1089/bsp.2013.0053.

76 “Rap

i d

detecti on

of ricin i

n

cosmet i

cs and

DayanKenigsberg A. Bertocchi, E. A. Garberd. Immunol. Methods2008, 336(2) 251-254. DOI:

10.1016/}.jim.208.05.007.
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External

. Manufacturer =~ Measurement P Matrices Evaluation
LS (Inventor) Principle ST 17 it Tested (proficiency
test)
Milk, ®meat
From manufacturer 78
iPROTECT Miprolab, S il beXtraCt' &
mi Iprolab, everage 77
g ELISA h I
Ricin Germany S ot er;ig%:ﬁg vales | cerealgfand | %0 ng/mt
20 /mL78 various
ngim powderg®
From manufacturer
CEA Saclay 1 ng/mL Milk and meat 77
Francé® ELISA Other reported values extract® 500 ng/mt-
1 ng/mL’®
From manufacturer
B_AdVr;t 10 ng/mL Vari
BADD lowartare, ELISA Other reported values a OUSS
United States of 200 na/mi™ powders
America N 374
From manufacturer
B_AdVr;t 10 ng/mL Vari
Pro Strips lowariare, ELISA Other reported values a ou53
United States of 100 na/ml’3 powders
America N 0?74
ANP From manufacturer
Technologies n.r. Various
NIDS United States of ELISA Other reported values powderg$®
America 25 ng/mL’®
Alexeter From manufacturer
BioDetect Technologies ELISA 6 ng/mL Various
RAID 5 United States of Other reported values powder$®
America 100 ng/m(’®
From manufacturer
Alexeter 6 ng/mL
BioDetect Technologies Frlrer mnnee vElEs Various
RAID 8 United States of SR b 73 owder$®
: 1,600 ng/m[’ P
America ! n.d7
From manufacturer
. 1 ng/mL .
BBI Detection Other reported values Various
IMASS United Kingdom ELISA 25 rﬁ)g/ml_n powderg®
10 ng/ml™
From manufacturer
Environics 5 ng/mL Various
el Finland ElEn Other reported values powderg®
100 ng/m[’®
From manufacturer
Response 100 ng/mL various
RAMP Biomedical ELISA Other reported values derdel
Canada 1,600 ng/m[’® powaer
14 ng/mi8*
m “An international proficiency test to detect

M. Skiba, J. Bender, R. Zeleny, H. SchiminW. Luginbihl, B. G. DornerJoxins 2015;7(12), 4987
5010. DOI: 10.3390/toxins7124859.
8 “ Bcommended immunological assays to screen for-cicqnnt ai ni ng
M.-A. Avondet, D. Tracz, J. Dano, L. Schmidt, V. Volland, B. Dorner, C. Corbe&ins 2015,7(12)

4967-4986. DOI: 10.3390/toxins7124858.

sampl es” .

IS “ O-nite detectin of bioterrorismrelevant agents: rapid detection methods for viruses, bacteria and
toxins-capabilities
Polleichtner, K. Lemmer, A. Nitsche, R. Grunow, C. Herzog, B. G. DotnéBundesgesundheitsblatt
Gesundheitsforschung Gesundheitssgt026,59(12) 15771586 (article in German).

80 Product is available through NB€ys Saint Chamond, France.
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External
Manufacturer Measurement Matrices Evaluation

Device Sensitivity in Buffer

Tested (proficiency
test)

(Inventor) Principle

Automated Immunoassays (orsite detection, portable devices)

From manuf rer
PathSensors om manufacture

CANARY United States of IgG-B cells 0.4 ng/mL Various
Zephyr America bioluminescence  Otherreported values powderg®
3 ng/mL™
Beverages,
pBDi . food, powder
(portable B‘]rgrlierz?rlrt]c;r::;s ELISA 0.5 ng/mi82 m_atriceiﬁi2 500 ng/ml’’
BioDetector) ’ milk, meat
extract’
Research
International, Inc. From manufacturer
BIOHAWK United States of ELISA 10 ng/mL
America
Research
Internatioral Inc., From manufacturer
RAFUOIS United States of =LA 1 ng/mL
America

Hand-Held Surface Plasmon Resonance (SPR) Device {site detection, portable devices)

Antibody
not binding, Surface 200 ng/miE
commercialised Plasmon
Resonance

PCR (on-site detection,portable device)

BioFire Defensg
RAZOR EX United States of PCR
America

From manufacturer
n.r.

PCR (deployablelaboratory device

BioFire Defense From manufacturer

FilmArray United SFates of PCR 1,000 ng/mL
America

81 “F1 uor og-beldi immuroassayl for the identification of ricin: rapid atelyneasurement
pl atform”; R. E. B.Umnmurmassay |IMmundghe200h28(8) 227-a44.;DOl:
10.1080/15321810701454730.

82 Robert Koch Institute, Berlin, Germany; unpublished results.

83 “A handheld surface plasmon resonance biosensoithferdetection of ricin and other biological
agents”. B. N . Felti s, B. A. Sexton, BksensL . Gl

Bioelectron; 2008,23(7), 113%1136. DOI: 10.1016/j.bios.2007.D05.
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Table 4: Pointof-needdevices/technologies for detemti of saxitoxin. This list provides a
nonexhaustive overview, it does not represent recommendaifahe TWGor the SAB

Manufacturer (Inventor) Sensitivity Matrices Tested Extern.all Evaluation
(proficiency test)

ELISA Kits
. " 30 ppb Freshwater, shellfish, blooo 5
Abraxis, USR 0,019ng/ml in blood | artificial blood, dried blood ves
50 ppb
Beacon, USA? 0,02 ng/ml in urine Shellfish, urine, plasma Yed®
0,02 ng/ml in plasma
Bioo Scientifié’ 3 ppb Mussel, water Yed®
R-biopharm, Germar$§ 50 ppb Shellfish Yed®
Yed®
. 10 ppb mussel; 5 ppb Scallop, mussel, oyster, Was also included in a
Europroxima, Netherlan8s oyster Cockle, artificial urine EuroBioToxX° saxitoxin
proficiency test
Creative Diagnostics, USA 10-13 ppb Freshwater, shellfish
SeaTox Research, USA 0,03 ppb Shellfish
Lateral Flow Assays
Neogen, Scotland .
Neogen, UB% 0,03 ppb Shellfish
Neogen, Scotlarid 680 ppb Shellfish ves™
' Inter-laboratory study/

84 For further information seewww.abraxiskits.com See al so “Quanti ficati on
bl ood by ELI SA”. R E. Wharton, M. C. Feyereisen,
Johnsa; Toxicon 2017,133 110-115. DOI: 10.1016/j.toxion.2017.05.009.

85 (a) “Application of rapid test kits for the det el
bivalve molluscs from Great Br i fTaxicon2016,1k9 352Har r i
361. DOI: 10.1016/j.toxicoa.0 1 6. 06 . 01 9. (b) “Review of the <curr
detection of marine biotoxins in shellfish fI

(This report has been produdeyl Seafood Safety Assessment Ltd. under a contlactg by the Food
Standards Agency Scotland); https://www.food.gov.uk/resarch/marinanicrobiologyand
biotoxins/reviewof-the-currentlyavailablefield-methodsfor-detectionof-marinebiotoxinsin-
shellfishflesh

86 For further information seavww.beaconkits.com Se e a | spexed ELI&A scréekingl assay
for nine paralytic shellfish toxins i n human
Vakkalanka, J. S. Knaackanalyst 2019,144, 47024707. DOI: 10.1039/C9AN0049G . (b) “Rapi:

and Sensitive ELISA Screening Assayf Sever al Paralytic Shell fi
Eangoor, A. S. Indapurkar, M. Vakkalanka, J. S. Yeh, J. S. Kndaénal. Toxicology2017,41(9),
755-759. DOI: 10.1093/jat/bkx072.

87 For further information seewww.biooscientific.com

88 The product is no longer available.

89 For further information, sedttp:/europroxima.com/

90 EuroBioTox: European pgramme for the establishment of validated procediamethe detection and

identification of biological toxins;https://www.eurobiotox.eu// See also, periodic reporting for
EuroBioTox period 1https://cordis.europa.eu/project/rcn/209945/reporting/de

o For further information, se@ww.creativediagnostics.com
92 For further information seewww.seatoxresearch.com See al s o: “I mproved
measurement using an optimized enasimen ked i mmunosorbent assay"”.

D. M. Keeler, D. R Hardison, R. W. Litaker;Toxing 2019, 11(11) 632643. DOI:
10.3390/toxin§1110632.

93 For further information, seewww.neogeneurope.coandwww.neogen.com
94 “ D e toe af paralytic shellfish toxins in mussels and oysters using the qualitatgen lateraflow
i mmunoassay: an i d.tJe bdraatépoanda,t Jo ¥.yC. sTanu degsica, G. M.

Hallegraeff, K. Campbell, S. C. Ugalde, D. T. Harwood, J. Kitl8#r M. Campas, S. Crooks, A.
Gerssen, K. Harrison, AC. Huet, T. B. Jorda M. Koeberl, T. Monaghan, S. Murray, R.
Nimmagadda, C.Ooms, R. K. Quinlan, F. Shi, A. D. Turner, B. J. Yakes, A. R. TurnBul§OAC
Intern; 2018,101(2) 468479. DOI: 105740/jacacint.170221.
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https://www.food.gov.uk/research/marine-microbiology-and-biotoxins/review-of-the-currently-available-field-methods-for-detection-of-marine-biotoxins-in-shellfish-flesh
https://www.food.gov.uk/research/marine-microbiology-and-biotoxins/review-of-the-currently-available-field-methods-for-detection-of-marine-biotoxins-in-shellfish-flesh
https://www.food.gov.uk/research/marine-microbiology-and-biotoxins/review-of-the-currently-available-field-methods-for-detection-of-marine-biotoxins-in-shellfish-flesh
http://www.beaconkits.com/
http://www.biooscientific.com/
http://europroxima.com/
https://www.eurobiotox.eu/
https://cordis.europa.eu/project/rcn/209945/reporting/de
http://www.creative-diagnostics.com/
http://www.seatoxresearch.com/
http://www.neogeneurope.com/
http://www.neogen.com/

Manufacturer (Inventor)

Sensitivity

Matrices Tested

External Evaluation

Scotia, Canada

316 ppbmussel
710 ppb oyster

(proficiency test)

Shellfish

Table 5: Well established technologies for commercially availaplertable/handheld

chemical detectorsThis list provides a neexhaustive overview, it does not represent

recommendationsf the TWGor the SAB

Sample
Types

Measurement Technology

lon mobility spectrometry

Types of Chemicals
Detected

Chemical warfare
agents, drugs,

Advantages and Disadvantages

+ high sensitivity
+ fast

Gaseous (IMS) explosive, toxic - poor selectivity .
industrial chemicals | ~ chemical _§peC|f|c device
- false positives
. + high sensitivity
Gaseous Flame plotometry (FPD) Cineies RERErs + fast
agents -
- nontagent specific
Chemical warfare + database
Gaseous Surface acoustic wave (SAW agents, drugs, - sensitive to humidity/heat
explosives - poor selectivity
_ o Chemical warfare + high selectivity
Gaseous Fourier transformatio infra-red agents, drugs, + database
(FTIR) explosive, toxic | o
. . . - low sensitivity
industrial chemicals
Gaseous Photoionisation (PID) Toxic inqlustrial - only f_or toxic ir?(_:iustrial chemicals
chemicals - chemical specific seor
+ simple
+ low cost
Chemical warfare + disposable
Gaseous Colorimetry agents, toxic industrial| - slow
chemicals - low sensitivity (except for nerve agents)
- poor selectivity
- chemical or chemical family specific tes
+ high selectivity
. + high sensitivity
Chemical ;varfare + database
Gaseous Mass spectrometrfMS) agent_s, rugs, - portability
explosive, toxic - more complex use
industrial chemicals . P
- field use
- chemical specific device
+ highselectivity
+ high sensitivity
+ database
+ fast
Chemical warfare + no direct contact with the samples
- agents, drugs, - laser energy/explosion danger
LiFpEs REWEN explosive, toxic - difficulties with darkcolored samples
industrial chemicals | - fluorescence
- does not work with thick, netransparent
containes
- not suitable for analysisf mixtures
+ high selectivity
Chemical warfare : gggtf’;;:'t'v'ty
Liquids Fourier transformation infreed agents, drugs, +fast

(FTIR)

explosive, toxic
industrial chemicals

- direct contact with the samples
- aqueous samples
- mixtures

95

For further information, seevww.jellett.ca
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S_I_a;rlraleplse Measurement Technology TypengIe(é?:(;mcals Advantages and Disadvantages
+ simple
+ low cost
Chemical warfare + disposable
Liquids Colorimetry agents, toxic industrial| - slow
chemicals - low sensitivity (except for nerve agents)
- poor selectivity
- chemical or chemical family specific tes
Chemical warfare I P;g? sensitivity
oics | MSSTPOMDID | Saerie St | -poor selecviy
industrial cﬁemicals - chemlcal_speC|f|c device
- false positives
+ high selectivity
Chemical warfare + high sensitivity
- agentsdrugs, + database
Ll S el G ) explosive, toxic - portability
industrial chemicals | - more complex use
- field use
- chemical specific device
+ high selectivity
+ high sensitivity
+ database
Chemical warfare + fast
Solids Raman agents, drug_s, + no direct contact Wi_th the samples
explosive, toxic - laser energy/explosion danger
industrial chemicals | - difficulties with darkcolored samples
- fluorescence
- does not work with thick, netransparent
containers
- not suitable for angbisof mixtures
+ high selectivity
Chemical warfare : glgh sensitivity
. . atabase
Solids Fourier transformation infrared agent_s, drugs, +fast
PRy SOEIE, OXE - direct contact with the samples
industrial chemicals
- aqueous samples
- mixtures
+ high selectivity
. + high sensitivity
Chemical ;varfare + database
Solids Mass spectmmetry (MS) agents, drugs, - portability
explosive, toxic - more complex use
industrial chemicals . P
- field use
- chemical specific device

In case of arevent, it is impornt that orsite detection capabilities are quickly deployed.
While large laboratory instruments offer a hegldegree of sensitivity and measurement
accuracy, they are unsuitable for-site use.Portabléhandheld detection devices, sh as
thosebased a the technologiesummarised in Tabl, are well suited for osite analysis,
however these require that a sample be takesitaffforconfirmatoryanalysis.

Important consideations when choosing a detectoare sensitivity and selectivity. The
sensitvity refers to the detection limit of the deviaghile selectivity ensures that the device

will correctly detect a particular agent in the presence of other chemicals that might interfere
with the measurement. Deters thatfail to display an alarm degpithepresence of a toxic
chemical(e.g.false negative readingan endanger personnel

Other factors thathould beconsideredncludethefieldability of the detectorusability while
wearing personaprotective equipment ease of use while working dar intensetime
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pressure, the scope and quality of dlewiceintegrated databasdand if the device has such
a feature)as well agprocuremenandownership costs

Portable/landheld detectorsurrently do not provide an unambiguous identification cd
chemical. For this reason, orthogonal measurement methods involving the use of different
systems with different detection techues are routinely employed. The correct intetatien

of the results requires a strong background and ledyd in the detéion technique
Unambiguous identification of the chemicals should rely on furthesitdfanalysis

Recent developments with relevance to detection includeriety of colorimetric-based
sensors? biosensors! miniaturization and portability ofnass spctrometers$® specificity
improvemers of IMS methodsS?® wearablesensortechnologie¥® and integration of osite
sensing sgems onto unmanned aerial and groyndtforms €.g. UAVs and UGVs)%!
Information processing and data analytics also provide opptets to integrate data
collected orsite with remote monitoringequipment® data collected with unmanned

96 (a) “Colorimetric sensors for rapid det ctlon of
S.C.G., S. Lakshmanan, T. KinoshitaMuthusamy;Materials Science and Engineering; 2017,
12311245 DOI10.1016/j.msec.2017.05.018. (b) “Colorlm
identification of chemical weapons and explosive

Lukowicz, P. Williams, A. E. HolmesCrit. Rev. Anal. Chem.2017, 47(2) lCB 153, DOI:
10.1080/10408347.2016.1233805.

97 (a) “A review of current advances in the detecti
bi osensor approaches”. F. N. Di auudin, J. . A. |
N. A. M. Kasim, N. A. Halim, S. A. M. NoorSensing and Bisensing Researg019,26, 100305.
DOI: 10.1016/j.sbsr.2019.100306.b ) “Detection methodol ogies for p
M. D. Eshrat, E. Alahi, S. C. Mukhopadhyayensors2017,17(8), 1885; DOI: 10.3390/s17081885.
(c) “Advances in biosensor —aecbmnetoggwfor SpoVeghi

Sudhakumari, B. Senthilkumaran, H. Prakash HridayEstntiers Bioeng. Biotech.2016,4. DOI.
0.3389/fbioe.2016.00011.

o8 ( a Pepldying portable gas chromatograpimass spectrometry (GRIS) to military users for the
identification of toxic chemical agents in theat:Ht
Beals; Applied Spectroscopy2019, 73(8), 841858. DOI: 0.1177/ 0003702819849499.
emergence ofloe 0 st compact mass spectrometry detectors
L. Regalado, S. E. Hamilton, C. J. Welchirends in Anal. Chem.2016, 82, 22-34. DOI:

10. 1016/ j.tr ac. JebtioBizallod masR dpectrothetry for ‘pabibchre diagnostics
and other clinical measur ements”. C. R. Ferreira,
R. G. CooksClinical Chem;, 2016,62(1), 99-110. DOI: 10.1373/clinchem.2014.237164.

99 (@ i Mability Spectrometry: Fundamental Concepts, Instrumentation, Applications, and the Road
Ahead” . J. N. D d.dAins Soc. BMass SpectroBR@10,e30, ;21852195 DOI:
10.1007/s1336019-022882 . ( b)) -highfreddlution aion mobility spembmety—current
i nstrumentation, l i mitations, and future devel op!
Allers, S. Zimmermann; Anal. Bioanal. Chem.; 2019, 411, 62246. DOI: 10.1007/s0021@19
018070 ( c) “l'on mobi |l i ttatusawnd apmidation forechemigal wadaverageats t s
detection”. J. P uTremds, Anall . ChenN 2016, e85, n 10R0. DOI:
10.1016/j.trac.2016.06.002.

100 (a) “Wearable chemical seodys:anamgt gicmdg EpNemer
Sempiomtto, I. Jeerapan, S. Krishnan, J. WangAnal. Chem. 2019. DOI:
10.1021/acs.analchem. 9b04668. (b) “Chem/ Bi o wear
Ozani;Pure Appl. Chem2018,90(10) 16051613. DOI:10.1515/pa«20180105.

101 (a) “ E n v iappbcations rot small unmanned aircraft systems in multi service tactics,
techniques, and procedures for chemical, biological, radiological, and nuclear reconnaissance and
surveill anc e TechniglRep&t, 01 Bagr2018,23 Mar 2Q1Air Force hstitute Of
Technology WrightPatterson AFB  OH  WrigHPatterson AFB  United States, 2017;
https://apps.dtic.mil/docs/citations/AD1055173 ( b ) sWddm to sceerge: flying robots are doing

eperi ments too hazardous, too expensive, or simpl
C&E News 94(9) 3233 (and other articles linked from this introduction).

102 (a) "Remote chemical sensing: aviev of techniques and recent developmeni&"Bogue;Sensor
Review 2018,38(4) 453457. DOI: 10.1108/SR2-2017026 7. (b) “Laser based st
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systemsand satellite imager}?® in reattime. The SAB hasreportednew developments in
detection technologies to the Fourth Review Conferéhce.

Limitationsin availableportable/hanéheld detetion systemsnclude
1 Lack of universal detectors for the broad classes of chemical threat.agents

1 On-site detection technologieare availablefor a variety of bidogical toxins.
However, these often lack the necessary sensitivity and specificity to detect toxic
doses from environmental or clinicadamples and have not beervalidated
comprehensivelyon the numerousknown toxin variants.Sampling and analysis of
biologicaltoxinsarefurther discusseth the sections of this report from Sgboup C
that follow.

1 Lack of robustness. igh levels of vibrationas well astemperature pressureand
humidity variations,canaffect thefieldability and suitabilityof the degctor.

While discussionaround Conventiomelevant detection technologies have historically
focusedon chemical warfare agents, the changing threat environment necessitates that
attention also b@aid todetection technologief®r TICs and other potentiathemical threat
agents Relevantexamples ofTICs include chlorine, ammonia, phosgene and hydrogen
cyaride. There are many available -aite detection systems fotCsin use at industrial sites

and by emergenegespondersseveral examplescluding detetion technologies suitable for

the CNSacting chemical fentanygre provided in Tablé.

Table 6: Examples of technologies for environmerdatection of toxic industriathemicals
(TICs) and fentanyl This list provides a neexhaustive overview, it ds not represent
recommendationsf the TWGor the SAB.

Device Producer/ Measuring Reported Matrices Available
~Inventor  Principle  Sensitivity | Tested """ |
General List
Autonomous
Chemical Vapour DST Group. Optical colorimetic
Detection by Australia spectrometer, 1-10ppm Vapour cloud
Micro UAV104

a review on old and new perspective for .chemical

Martellini A. Malizia (eds),Cyber and Chmical, Biological, Radiological, Nuclear, Explosives
Challenges. Terrorism, Security, and ComputatiBpringer, Cham, 2017. DOI: 10.1007/93319

621081 _ 8. (c) “Review of expl theemergencd oftstendoff deepmUVme t h o d

resonanceRa man” . K. L. Gar es, K. T. HRdman Speck0]16, S. V.
47(1), 124141. DOI: 10.1002/jrs.4868 d ) “Explosive and chemi-cal
enhanced Raman scattering: av iee wAnal. Chim. Acta 2015, 893 1-13. DOL
10.1016/j.aca.2015.04.010.

103 See for exampl e: (a) “ Re c on sdffrdetection datp ofcaltbernel ¢ a |
chemicals using atmospheric dispersionhnmodel s
Brannstrom, 2018Pure Appl. Chem.90(10), 15771592, DOI: 10.1515/pa20180 1 0 1 . (b)

2016 AKMi shraqgq sul phur pl ant fire: source and heal't

Schoenberg, B. Liljedahl, A. Waleij, N. Brannstré#stmosphac Env; 2017,169 287%296. DOI:
10.1016/jatmosenv.2017.09.025.

104 "Aut onomous chemical vapour detection by micro
Fatiaki, D. Neumann, D. Carr, B. Hanlon, J. ChaRlemote Sens2015,7, 1686516882. DOI:
10.3390/rs71215858.
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. Producer/ Measuring Reported Matrices .
DEES I nventor Principle Sensitivity Tested el
SurfaceEnhanced
EIC Laboratories In¢ Raman
EIC . Vapours,
SER@nalysefos United S‘Fates of Spectoscopy, ppb(50-100) Liquids Reported
America Raman
Spectroscopy
Portable ion trap
m;i M|n|810, Is\?vd Aston Labs, Purdue Liquid
weight 12 and 10 Lénlversnfy, Unltgd Massspectrometry ng level powder Reported
kglo6 tates of America
Fieldable— Torion Technologies
Portable Guardio| (recently acquied by lon trap mass b level Liquid
-7 GC/IMS PerkinElmer), United analyzer PP q
weight 13kg® States of America
Handheld
miniaturemass 1st Detect Cylindrical ion trap
spectrometer with  Corporation United based mass <1ppb Liquid
novel inlets States of America spectrometer
Weight <8 kg%’
Low cost
colorimeterusing
Orth Group.Federal . .
graphene and University %f Parana Catalytic Agricultural Reported
carbo nanotubes Brazil ! degradation fields
combinedwith
nanoparticle¥®
Gas Analyzer .
GT5000 Terrd® Gasmet, Finland FTIR ppb level Gaseous Yes
Multi-Gas Catalytic,
Monitor Drager Electrochemical, ppm level Gaseous Yes
X-amt10 Infrared
Ammonia
Colorimetric,
Ammonia Pocke\';;:h:;n BA reflectance 7 and 286 Blood Yes
analyzet!! p spectroscopy, micrd mmol/I
diffusion
DragerTube§t1? %rager,? Solutions, | - 1 imetric tubes | 022~ 600 Gaseous Yes
astec, Honeywell ppm
105 For further informatia, seewww.eiclabs.com
106 “Chemical sniffing instrumentation for security
Marshall, G. F. VerbeckChem. Rey2016,116, 14, 81468172. DOI:; 10.1021/acs.chemréa00065.
107 For further information, seéuttps://www.1stdetect.com/
108 “Targeted catalytic degradat i olnHostdrt, Bo Cagpon d..Eh o s p h a

109

111

112

S. Fonsaca, V. B. Silva, S. F. Blaskicz, J. G. L. Ferreira, W. Takarada, N. Naidek, Y. H. Santos, L.
L. Q. Nascimento, A. J. G. Zarbin, E. S. Orth; Pure Agislem,; 2018, 90(10), 1598603. DOI:
10.1515/pa€0180104.

For further information, see:
analyzers/gt500@erral

For further information, seduttps://www.draeger.com/eus _us/Applications/Productselector/Portable
GasDetection/MultitGasDetectors

“ Accur ac y-of-oafe anamorpacanalyzer for screening of blood ammonia in pediatric patients
with inborn & r or of met abol i sm”. P. Tovichi en, P.
Southeast Asian J. Trop. Med. Public Healtl2017, 48 (Supplement 2) 133140;
https:/ivww.tm.mahidol.ac.th/seameo/2048-suppt2/201748-supp2133.pdf

For further information, seéttps://www.draeger.com/en_uk/Products/SamplindpesandSystems

https://wwwgasmet.com/products/category/portabyées
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https://www.gasmet.com/products/category/portable-gas-analyzers/gt5000-terra/
https://www.draeger.com/en-us_us/Applications/Productselector/Portable-Gas-Detection/Multi-Gas-Detectors
https://www.draeger.com/en-us_us/Applications/Productselector/Portable-Gas-Detection/Multi-Gas-Detectors
https://www.tm.mahidol.ac.th/seameo/2017-48-suppl-2/2017-48-supp2-133.pdf
https://www.draeger.com/en_uk/Products/Sampling-Tubes-and-Systems

. Producer/ Measuring Reported Matrices .
DEES I nventor Principle Sensitivity Tested el
X-am . .
XXS NHs!10 Dréger Electrochemical 0-—300 ppm Gaseous Yes
Chlorine
Mobile platform Natioral Science and
. Tecmology . Chloring
r;%rnﬁgﬁggfa Development Aency Colorimetry 0.06-2.0 ppm water
Thailand
DragerTube$!t? Drager Colorimetric tubes | 0.2—500 ppm gaseous Yes
X-am « .
XXS Cl10 Drager Electrochemical 0-20 ppm gaseous Yes
Hydrogen Cyanide
DragerTube$!t? Drager Colorimetric tubes 0(')55__ ég angr;L gL;gglc?us Yes
X-am x .
XXS HCNLLO Drager Electrochemical 0-50 ppm gaseous Yes
Phosgene
State Key Laboratory
of Luminescent
Materials and
Devices, College of
Test Strip (OPB Materials AlE-based 1.87 pom Gaseous Yes
TPEPy-2CN)4 Science and fluorophores. ol PP phosgene
Engineering, South
China University of
Technology,
Guangzhou
Department of
Phosgene Chemistry and Nano
second Science, Ewha Fluorescent and 3.2 opb Gaseous Reported
generation Womans University, colorimetric - PPb- phosgene P
chemosensé® Seoul,Republic of
Korea
DragerTube$?? Dréager Colorimetric tubes | 0.02—5 ppm gaseous Yes
X-am u .
XXS COCbLLO Drager electrochemical 0—10 ppm gaseous Yes
Fentanyl
lonSense United Thermal desorptior|
States of America ?é;eld tﬁgglysfnag:
TC-DART-MS ) .
spectrometryand
and IMS16 IMS: Nome»®, Smiths P 4 g v, Wipe Yes
Detection, United ion mobility
U spectrometry
The Rapid
Responsg! BTNX Inc., United -
Fentanyl (FYL) States of America i;a%fsggosv;a 200 ng/mL quvldédé r Yes
Forensic Test www.btnx.com Y P
Kitll7
113 “Mobile-pl at form based colorimeter for moni ng
Sumriddetchkajorn, K. Chaitavon, Y. Intaravani@ens. Act. B: €.2014, 191, 561-566. DOI:
0.1016/j.snb.2013.10.024.
114 “ An -BabeH fluorescent test strip for thetp@a bl e det ection of aseous h
p p g p

116
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F. Zeng, J. Chena, S. W8hem. Commun2017,53, 98139816. DOI: 10.1039/C7CC05313D.
“Colorimetric and fluorescgephnedatieacani nhbephosgear
Zhou, H. Jung, SJ. Nam, M. H. Kim, J. YoonAnal. Chem. 2018, 90(5) 33823386. DOI:
10.1021/acs.analchem.7b05011.

“Rapid detection of fentanyl ,-sitefoelaboratorybasedadiug! ogue s
seizure screening using thermal desorpton DA and i on mobi |l ity spectr ome
Verkouteren, J. Staymates, J. LawrencEprensic Chemistry 2017, 4, 108115. DOI:
10.1016/j.forc.2017.04.001.
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: Producer/ Measuring Reported Matrices .
DEES I nventor Principle Sensitivity Tested el
Gemini-*8 Ther.mol_zllsher FTIR, Raman Powder, wipe Yes
Scientific
Mira DS'° Metrohm Raman Powder, wipe Yes
Resolvé?® Agilent Raman Powder, wipe Yes
ProgE%z?esQ Rigaku Raman Powder, wipe Yes
Gas
Guardion?? Smiths Detection chromatography ppb Liquid Yes
mass spectrometel
Gas
Griffin G51023 FLIR Systems, Inc. chromatography ppb Liquid Yes

mass spectrometel

Laboratory analysis foexposure to chemical weapons, inéghgdtoxins and toxic industrial

chemicals TICs) used as weapons

After the deliberate release of a chemical warfare agemayt bedifficult to find traces of

the chemical that was used. Some agents evaporate or degrade very rapidly, and especially

whenthe scene of thencidentis decontaminatedhe persistency athemical agentsvould
be further compromisedHowever, wherhumansare exposed to ahemical warfare agent
tracesmay befound in tissuesampledor longer periods of timeSarin attacks irthe Syrian
Arab Republicand the subsequebinited Nationded investigationsevealed that in addition
to environmental samples, Ibn@dical samples such as blood and urvexe crucial for
unequivocal assessment of the use of chemical wedp8rsor instance, the presence of
sarinrelated fingerprints in human tissue of a deceased viwisnbeen well documenté
The OPCW has maintained a network afesignated ladratories for biomedicakample
verificationsince 20165

Biomedical sample analysis of chemical warfare agent exposure using dried bloods has been
recently demonstratéd* This enableseasier transport of bloodsamples, while still
maintaining the integrity of the sample.

The capabilities of expert laboratories werify the presence dbiological toxins is being
addressed by the European programme for the establishment of validated psotadiie

117 “Eval
Vancouver,

uati on

of a
Canada”. M.

fentanyl

drug

Karamouzi an,

Harm Reduct. J.2018,15, 46. DOI: 10.1186/s1295@18-02528

118 For

further

information,

checki

C.

ng
Dohoo,

see:https://www.thermofisher.com/nl/en/home/industrial/spectroscopy

elementalisotopeanalysis/portabl@nalysismateriatid/chemicalexplosivesnarcotics

identification/geminiftir -ftir-ramanrhandheldanalyzer.html

119 For further information see:https://www.metrohm.com/en/products/spectroscopyAmniadheld
ramanspectrometers/mirdslandingpage/

120 For further information, seduttps://www.agilent.com/en/promotions/resalv

121 For further information, sedtttps://www.rigaku.com/products/raman/flx

122 For furthe information, seehttps://www.cbrnetechindex.com/p/3508/Smibstectionrlnc/contact

123 For further information, seduttps://www.flir.com/products/griffirg510/

124 (a) “Instant aneousnwhaeblotddy dryrblgod spiherial desorpsoeGICH n

FPD/ MS

Lazar,

A. Weissberg,

from the CDC laboratory
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https://www.metrohm.com/en/products/spectroscopy/mira-handheld-raman-spectrometers/mira-ds-landing-page/
https://www.agilent.com/en/promotions/resolve
https://www.rigaku.com/products/raman/flx
https://www.cbrnetechindex.com/p/3508/Smiths-Detection-Inc/contact
https://www.flir.com/products/griffin-g510/

detectionand identification of biological toxins (EuroBioToX® The OPCW has also
initiated biotoxin analysis exercises to improve capabiliiéghe eventual verification of
toxinswill rely on an oftsite network of laboratories.

Detection of HMW proteinbased toxins requires very different technologies, tools,
instrumentation and expertise compared to thatM¥V toxins, such as saxitoxi/ The

LMW toxins are amenable to classic chemical analytical methods, while analysis of ricin and
other HMW toxins involve methods more characteristic of laboratories that carry out
biological analyses. For forensic purposes, analysis of ricin must demonstrate chemical
composition, structure and biological activity

Few laboratories are skilled in botiviV and LMW toxin analys and given the diversity of
molecules within both classes, specialisation on specific groups of toxins would further
separate laboratory capability. In particulahoratories that analyse chemical warfare agents
may not be equipgd for the analysis dhe broad variety of HMW toxins. Also, laboratories
that are skilled in analysis of HMW toxins may not have expertise in analysis of LMW
toxins. A consequence of this is that the groups of laboratories which contribute to RefBio
(G many’' s Co rstrengthenuthe iReference haboratories Bio in the UNStBM)
EuroBioTox or serve as Designated Laboratories Mittle overlap. This makes it unlikely

that a singlenetwork of laboratories could be designated for detection of botWWLEhd

HMW toxins.

Many methodsand techniques for assessmentTdfCs in environmental samples have been
reported within the framework of environmental monitoring studiethese include
evaluations of commercially available screenteghnologies?® wipe sampling methods
applicabeé to both chemical warfare agemt and TICs*® and sample preparation
techniques3! For methods for exposure assessnfgriuding biomonitoring techniques and
biomedical sample analysi®)f TICs have also beendeveloped within the framework of

125 EuroBioTox: European programme for the establishment of validated procedures for the detection and
identification of biological toxins;https://www.eurobiotox.eu// See also, periodic reporting for
EuroBioTox perdd 1:https://cordis.europa.eu/project/rcn/209945/reporting/de

126 See paragraphs 9©9.10of Report of t he Sci ent i fSieov eAd i Sersysi B
(SAB-27/1, da¢d 23 March 2018);www.opcw.org/sites/default/files/documents/SAB&atF27-
01 e .pdf (b) See paragraph 9.6 6fRep or t of the Scientif-iSigth Advi sol
Session” -26/1, ( S AB dated 20 October 2017);
www.opcw.org/siteslefault/files/documents/SAB/en/s&i6-01 e .pdf ( c ) See al so: “Ca
Nominations forthe Fourh Exer ci se on the Analysis of Biotoxir
www.opcw.org/sites/default/files/documents/2019/6777832019%28e%29. pdf

127 See paragraphs 10.15 to 10.19 of SRB/WP.1 (referenced in footnote 13(d))

128 RefBio: German Contribution to Strengthen the Reference Laboratories Bio in NSGMN;
https://www.rki.de/EN/Content/Institute/International/Biological_Security/RefBio.html
129 Technology Evaluation Report Testing of Screening Techsidor Detection of Toxic Industrial

Chemicals in All Hazards Receipt Facilitie$. W. Kelly, M. M. Baxter, E. N. Koglin; U.S.
Environmental Protection Agency, Washington, DC, EPA/60IBR34, 2008;
https://cfpub.epa.gov/si/si_public_record report.cfim?Lab=NHSRC&subject=Homeland%20Security%
20Research&dirEntryld=189630

130 A Literature Review of Wipe Sampling Methods Ghemich Warfare Agents and Toxic Industrial
Chemicals U.S. Environmental Protection Agency, Washington, DC, EPA/6QQ/R79, 2007;
https://cfpub.epa.gov/si/si_public_record_report.cim?Lab=NHSRC&subject=Homeland%20Security%
20Researché&dirEntryld=238670

131 “New trends in sample preparation techniqgques for
c h e mi €.tRibegird, A. R. Ribeiro, A. S. Maia, V. M. F. Goncgalvés. E. Tiritan; Crit. Rev. Anal
Chem; 2014,44(2), 142185. DOI: 10.1080/104(®317.2013.833850.
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http://www.opcw.org/sites/default/files/documents/2019/07/s-1780-2019%28e%29.pdf
https://www.rki.de/EN/Content/Institute/International/Biological_Security/RefBio.html
https://cfpub.epa.gov/si/si_public_record_report.cfm?Lab=NHSRC&subject=Homeland%20Security%20Research&dirEntryId=189630
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occupational figiene and environmental healfli.With the development ofmore sensitive
mass spectrometermany methods have been dmped for individual chemicalgr their
reactive metaboliteddased on thaensitive analysis of covalent adducts to proteins and/or
DNA, and/or on the analysis of urinary metabolites (in case of less reactive chefifcals).

A recurring problem is identifying thepresence of increased levels of certaeiremicals
(especially those¢hat are volatile and nepersistent) for which normal badgoundlevels
exist in the environment and/omwithin a biological system eg(g. in animals and
microorganisms)in this context chlorine is a relevant example.

Chlorine is a potenbxidising agent and the oxidative damage of lung tissues is the most
seriots injury of exposed victim§* Chlorine alsomodifies unsaturated (i.e. containing
double carbon bonds) biomolecules through an electrophilic addition reaction. In contrast to
the oxidative pathwaythe chlorination pathwayasthe potential to produce angnious
markers for chlorine use and exposure. Chhiigd tyrosines preseim respiratory tract
proteins were the first biomarkers suggested for verification of chlorine expdsuamed
detection of the markers in blood, serum and plasma samples hasyrbeentpresented as a
potential method with high ssitivity'®¢. Chlorotyrosines however, are also well-
documented markers of oxidative streshich are important to moniton patients suffering
from oxidative diseases to support their use for unambigweusication. Chlorinated
phospholipids presentiithe lung fluid of chlorineexposed mice have been identified as
alternative biomarkers’ Their formation in the lung surfactant has the potential to produce
markers selective farhlorine however the sanple collection requireadvancd equipment

Both methods requiréurther develomentto assess their value as tools for verification of
chlorine exposure.

The verification of alleged use of chlorine by chemical analysis of environmental samples
such assoil is difficult due to the formation of only nespecific and naturally occurring
products by chlorine degradatiore.g. inorganic chloride) However, the electrophilic
addition of chlorine to unsaturated compounalseadydescribed, will also take plada
vegetation. Spiez Laboratory has identified specific chlorinated biomolecules in different
vegetation sample® (g.wood), which were irtontact with chlorine gas or reactive chlorine
containing chemical$® A benefit of the wood biomarkerslisng persstence since wood &

dead tissue without any cellular metabolism.

132 “Biomonitoring: measuring chemicals in people”.
Legislatues, 2017; http://www.ncsl.org/research/environmearidnaturatresources/biomonitoring
measurinechemicalsin-people63890779.aspx

133 “Human biomonitoring: St ate of t Hne J dygierde Env). Ange
Health 2007,210(34), 201228, DOI: 10.1016/j.ijheh.2007.01.024.

134 “Toxic effects of chlorine gaisevwand A.ot@adEy ar a rtarye:
Jordt; Toxicol. Mech. Method2019,1, 1-13 DOI:10.1080/15376516.2019.1669244

135 “Chl or ot yrdisdhmleoraontdy r3,s5 ne as biomarkers of respi

M. A. Sochaski, A. M. Jarabek, J. Murphy, E. Andersen;). Anal. Tox. 2008,32(1) 99-105, DOI:
10.1093/jat/32.1.99.

136 Simultaneous measurement otlorotyrosine and 3;8ichlorotyrosine in whole blood, serum, and
plasma by isotope dilution HPLRIS / M 3B’ S. Crow, J. QuifioneSonzélez, B.G. Pantazides,
J.W. Perez, W. Rucks Winkeljohn, J. W. Garton, J. D. Thoma#$, Blake, R. C. Johnsod, Anal.
Tox; 2016,40(4), 264-271. DOI: 10.1093/jat/bkw011

137 I-a-Phosphatidylglycerol chlorohydrins as potential biomarkers for chlorine gass expoe ” .
P.Hemstrdom, A. Larsson, L. Elfsmark, C. Astdtnal. Chem. 2016, 88(20) 99729979. DOI:
10.1021/acs.analchem.6b01896.

138 See paragr aphs 8 .h&Scientfic Advisbry Bdard 4t Rsdwenihitd Session,t18
22 April 2 0 1-83/1, dat&IAB 22 April 2016);
www.opcw.org/sites/default/files/documents/SAB/en/8891 e .pdf

Investigative Sience and Technology 49



http://www.ncsl.org/research/environment-and-natural-resources/biomonitoring-measuring-chemicals-in-people636390779.aspx
http://www.ncsl.org/research/environment-and-natural-resources/biomonitoring-measuring-chemicals-in-people636390779.aspx
http://www.opcw.org/sites/default/files/documents/SAB/en/sab-23-01_e_.pdf

Recommendationsf Subgroup C

RecommendationEnhancecapabilities for the orsite detection of chemical warfare agents
and related compounds, including newly scheduled agent;s CNSacting chemicals,
and biological toxins, from a variety @nvironmental matrices, including gaseous, liquid
and solid forms, to offer a broad coverage of possible scenarios

Fast and robust detection toolkat can provide information at the point of
measurementr the pointof-need (e.g., analogous to a peaficare use in a clinical
setting) are needefbr a broader range of scenariofhese would support an
inspection team in collecting samples-site, & well as enhancing its safety. The
selection of detection equipment used for a mission should be basadaitable
information and risk assessment in advance of deployment.

Recommendation: Continuously monitor and identify gaps sampling and analysis
capabilities for chemical threat agents, to enable the Secretariat to mitigaterisequences
of those gaps.

The Secretariat should draw upon established sources, expert communities, chemical
industry and manufacturers of equipment to efficiently gaoess to knowledge and
capabilities. Areas of relevance inclutechnologies forsanpling, detection,and
analysis; automated and robotic systemand for the analysis ofinorganic
compoundsTICsand CNSacting chemicals.

RecommendationScenarios deveped for mission planning and training should be adapted
for the purpose oévaluating sampling and detection systems to meet mission condfitions

Where possible the Secretariat should seize opportunities to ersgrisbased field
exercises to evaluate available equipment to deternimefialdability to meet
operational requirements. Evaluation of
future Centre for Chemistry and Technoldgy-he Secretariat could also draw upon
equipment evaluations available from Member States

Recommendation:Work towards a greater degree of agility and flexibility regarding
procurement of equipment by the Secretariat.

A market watch function whin the ®cretariat to closely follow developments in

relationto the operational needs would help to facilitate more efficient evaluation and

procurement processesor nonroutine missions, this would allow the Secretariat to

more rapidly adopt newtechologies, which are especially important when

considering the changing nature of threats and operational scenarios
RecommendationEnsur e the Secretariatds analytical
have access to procedures and analytical datadd for detection and identification of
emerging chemical threat agents.

In additionto those ofscheduled chemicgladd spectrawhere availableof relevant
unscheduled and newly scheduled chemicals to the OCAD, feit@rand offsite
identification prposes.Provide procedures for esite analysis of newly scheduled
agents,TICs, CNSacting chemicals and biological toxins.
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RecommendationEnsue that the Secretariat has access to capabilities for verification and
response to threats fromiCs

This would include defining and maintaining a prioritized & that includes the
most likely types of chemicals for which capabilities might be required. Engaging
with experts in biomonitoring and biomedical analysis methodsl'fGs, and with
those hading and monitoringTICs in chemical industry would also help to ensure
that the Secretariat is fully aware of statehe-art methods for sampling and analysis
of TICs.

RecommendationConsider establishing a new TWG on how to ensure that the Seatetari
has access to required capabilities for the analysis of relevant biological toxins.

Discussions shouldring together SABmembers representatives oDesignated
Laboratoriesand other experts ibiological toxin analysisGiven the broadliversity

of technques required for toxin analysis, understanding the capabilities of a wider
group of laboratories that perform analyses of toxins, in particular, High Molecular
Weight (HMW) toxins, would be critical should toxin analysis be requiredafor
investigation.An approach to overcoming capability limitations could be to rely on
outside proficiency testing exercises to identify those laboratories experienced in the
analysis of HMW toxins specifically, highly toxic protein toxins. Laboratories
supporting the Unéd Nations Secretai@eneral's Mechanism (UNSGRF® have
experience with analysis of HMW toxins, and could, likewise, potentially seek
laboratory and o#r support from OW Designated Laboratories that are proficient
in analysis of low molecular weight (LMW) toxins

Recommendation:Increase analytical capabilities for new chemical threat agents, in
particular newly scheduled nerve agetfts

More specificaly to: detect such chemicals in the field, both to protect inspeatuits

to allow them to carry out verification or assistance activities; tmkave reference
standards and data for these chemicals, and their precursorsgaadatien products,

in order to establish recommended analytical methods and to enable comp#rison o
measurements and spectRelated considerations are also discussed in they&uip

F section.

Sub-group D: Integrity of the Scene and Evidence Collectin
Subgroup D was tasked taddressmaintaining the integrity of an investigation site, and
evidence collectionwith focus onthe questiondrom subparagraphs 4f), 4(h)and 4{) of

the TWG s TOR, :which are

1 What are the best practices for the coltatt handling, curation and storageda
annotation of evidence?

1 Which technologies and methodologies (whether established or new) can be used

in ensuring chain of custody and verifying authenticity (especially in regard to
digital images and video recaongs)?
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1 Which technologies anmhethodologies (whether established or new) can be used

to ensure the integrity of an investigation site?
The sib-grouplooked atfour priority areas to address the assigned questions

1 Evaluate current procedures and compé#oe forensic best practices fro

collection through to archiving and curation. This could include tracking of

associated metadata.
1 The subgroup noted that sample transport should also be considered.

1 Review best practices used in field investigationsagitter the besapproachto
the development of guidelines.

1 Explore how others approach the reconstruction of past events and physical

locations.

Bestpracticedor the collection,handling,curationandstorage andannotatiorof evidence

Organisatios conductingforensicinvestigationsand/orexaminationsare normally required
to hawe a bestpracticemanual If anorganizatiorhasISO accreditatiort® therewould be an
expectatiornthat it would also encompasforensicinvestigationsCurrenty thereare no all-
encompassingestpracticemanualsTheactual* b g ta ¢ tdépeneos the type of crime
sceneandthe evidencehatshouldberecoveredfor example whetherit is a sample or there
is needto recoveranitem in its totality). In defining best practicesmuch canbe learned
from otherorganisation$n regardto forensicsandinvestigativework.

TheEuropeanUnion (EU)

The EuropearJnion (EU) considerdorensicinvestigationto be a key componentn thefight

againstCBRN relatedcriminal activity which hasbeenhamperedy a lack of protocolsand

training in carrying out forensic analysison CBRN-contaminatedmaterialst*® To address
thisgap a“ Ge n tegratedForensicToolbax for CBRN i n ¢ i dtker(GIST"CBRN)

projectwasinitiated underthe E U ' SeventhFrameworkProgrammeFP7).

The GIFT projectdefinesCBRN forensicsas:

1 The collection of CBRN materiglat an incident scene and its laboratory

investigation to determine the origin of the material and attribute it to a ceveain e

1 The collection of regular forensic evidence in an environment that is (potentially)
contaminated with CBRN matersarequring specialized procedures, equipment and

training to safely collect this type of evidence.

1 A combination of the abovyavhere both CBRN evidence as well as regular forensic

139 ISO: Organization for Standardization. For further informationhsges://www.iso.org/home.html

140 For further information, seehttps://cordis.europa.eu/project/id/608108ee also: Final Report

Summary- GIFT CBRN (Generic Integrated Forensic Toolbox for CBRN incidents), European
Commission, @18; https://cordis.ewpa.eu/project/id/608100/reporting-or previous discussions
within the TWG on GIFT Forensics, see: paragraphs 8.16 toSAB828/WP.3 (referenced in footnote
13(9) and paragraphs 6.8 to 6.99AB-29/WP.1 (referenced in footnote 13(d)).
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evidence neexdto be collected at an incident scene contaminated with CBRN
materias.

The overarchingaim of GIFT CBRN was to developa forensictoolbox for investigating
CBRN incidents. Proceduresand best practice have been developedfor collection and
sampling of eidenceat CBRN crime sceng¥$! and rules of managinghain of custody
adapted for CBRN crime sces¥? Many EU countrieshave their own relevantforensic
procedureswhich in mostcasesare kept as protecteddocumentaunavailableto the public.
Thereforethe GIFT CBRN proceduresveredevelopedo be asgenericaspossibleto allow a
largenumberof differentcountriesand/ororganisationso makeuseof them43

TheEuropeanNetworkof ForensicSaencelnstitutes(ENFSI)

The EuropeariNetwork of ForensicSciencenstitutes(ENFSI) hasalsodeveloped seriesof
Best PracticeManuals(BPMs)'** with the supportof the EuropeanCommission.Thereis a
Europeanwide effort to ensurethatall forensicinstituteshaveagreedstandards.

The Irternational Organization for Standardization (ISO)

ISO develops standards in closmoperation withnational standards bodies. Activities
performed on crime scesand in laboratories are covered by the ISO/IEC 1¥92ind

ISO/IEC 17028* standards. The ISO/IEC 2703%ndards® arespecific for digital forenis

crime scene investigation. The joint EENFSI working group on the quality of crime scene
investigations has pubised a “gui dance for the i mpl ement
field of c¢ri me'svhich caa beiused By srime scene Btigatioh units to

develop a quality system.

OPCW Scientific Advisory Board (SAB

In 2016, theSAB provided advice omest practice related to chemical weapons sample
stability and storage in its report “Respo
Scientific Advisory Board to Provide Further Advice on Chemical Weapons Sample Stability
and Strage”

Scientific Advisory Board of the Office of the Prosecutor ofriternational Criminal Court
(|CC)148

141 Generic Intgrated Forensic Tools WP2, O. Claesson, Vahlberg.
142 Generic Integrated Forensic Tools, WP3 (D3.3), D. Benoit, N. Kummer.
143 See for example: “Forensic investigation of inci:

the operating procedure ddaped in Belgium for a field x e r dNi Karenier, B. Augustyns, D. Van
Rompaey, K. De Meulenaere;Forensic Sci. Int. 2019, 299 180186. DOI:
10.1016/j.forsciint.2019.03.037.

144 European Network of Forensic Science Institutes, best practice manualtablavaat:
http://enfsi.eu/documents/bgstacticemanuals/
145 ISO 17020: Conformity AssessmentRequirements for the operation of various types of bodies

performing inspection; InternatiohaOrganization for Standardization, ISO/IEC 17020:2012;
https://www.i®.org/standard/52994.html

146 ISO 27037: Information technology Security techniques- Guidelines for identification, collection
acquisition and preservation of digital evidence; International Organization for Standardization,
ISO/IEC 27037:2012https://www.iso.org/standard/44381.html

147 “Guidance for tHeOil mElCe merr0t2a0t iionn tohfe fi el d of cri
5/03, European Network of Forensic Science Institutes.
148 For further information on the OTP SAB, see (a)

Advisory Board at its TwentfFourh Sessi oM, d@tlAB3 October 2016);
Investigative Sience and Technology 53


http://enfsi.eu/documents/best-practice-manuals/
https://www.iso.org/standard/52994.html
https://www.iso.org/standard/44381.html

Since its establishment in 2Q1#e Scientific Advisory Board oDffice of the Prosecutor of

the International CriminalCourt has reviewed a variety &/SOPsin support of the
operational forensic investigative activitiesthe ICC Two additionalSOPswere reviewed

in 2018, relatedo the use of remote sensing evidence and the collection and handling of
medical informabn. This Scientific Advisory Board comprises the President/Chair of broad
regional and other forensic societies

International Network of Environmental Forensics EiR

Environmental forensics is the scientific investigation of chemicals in the enwrdnm
primarily to identify the sources, attribute from where and/or from whom the chemicals may
have originated, and to track the environmental fate anclhsgrved adverse effedfS.To
conduct such studies, a significant toolbox of techniques has beerlopsd The
International Network of Environmental Forensics (INEfhas aroutreach programe that
provides investigators employing environmental forensechniques with the most current
scientific information available

Technologiesand methodologiegwhether establishedor new) that can be usedto ensue
chain of custodyand verification of authenticity(especiallyin regardto digital imagesand
videorecordings)

As outlinedin the GIFT CBRN* P r o ¢ ardbestm@asticeguidelinesdescribingtherules
of managinghe chainof custodyadaptedor CBRN crimes ¢ e,raleekhibitscollectedat a
crime scene(traditional forensic evidenceand CBRN materials)and digital evidence(e.g.
raw dataextractedirom electronicdevices,dataobtainedfrom analyss) mustbe relevantto
the case,not be at risk of beingmisplacedor lost, not be at risk of contaminatiorfrom other
sourcesandremainintactthroughouthe entireprocess.

For a CBRN incident as with all investigations,exhibits needto be clearly identified,
registeredandfollowed to maintainan unbrokenchainof custody The chainof custodyis a
documentedchronologicalrecord of custody,control, transfer,analysis,and dispositionof
evidence (which ca be physical or digital).?®* Maintaining a chain of custodyinvolves the
identification, locationandregistrationof eachexhibit usinga uniguenumberandthe useof
appropriategpackagingandstorageconditionsto preservehe integrity of the exhibits.

Despitedifferencesbetweenproceduresised in individual countriesand organizatios, the
global procesdo ensurechainof custodyis generallybasedon commonpracticessuchas(a)
placinga uniguenumbermextto eachexhibit collectedon the crime sceneandrecordingit by
way of photographsnotes,andor sketches(b) havinga list of all exhibits that havebeen
packagedndsealedon a crimesceneand,(c) recordingall actionsregardingthe exhibit (i.e.

www.opcw.org/sites/default/files/documents/SAB/en/8d1 e .pdf(b) See paragraphl.5 to 11.9
of “ Re p o rettificiAdvisarylBeard&tcits Twentgi x t h S e s26/l,aated 20(C8tdbBr
2017);www.opcw.org/sites/default/files/document8fBen/sab26-01 e .pdf(c) See pagraphs 11.1
to 11.3 of SAB29/WP.2 (referenced in footnote 13(b)). (d) See paragraphs 6.6 to 6.7 1 BAR.1
(referenced in footnote 13(d)).

149 “Environment al Forensics and t heM Mugeplsstea mc e of
EnvironmentaScience and Technolgg®008, 26, 116. DOI: 10.1039/9781847558348001.

150 For further information, seéttps://www.rsc.org/Membership/Networking/InterestGroups/INEF/

151 TheUni ted States National I nstitute of Standards

process thatracks the movement of evidence through its collection, safeguarding, and analysis
lifecycle by documenting each person who handled the eviddmeeajate/time it was collected or
transferred, and t he htpsi/icgcaistgov/flassary/teimehaficustodys f e r " .
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http://www.opcw.org/sites/default/files/documents/SAB/en/sab-24-01_e_.pdf
http://www.opcw.org/sites/default/files/documents/SAB/en/sab-26-01_e_.pdf
https://www.rsc.org/Membership/Networking/InterestGroups/INEF/
https://csrc.nist.gov/glossary/term/chain-of-custody

transport,storage, analysesdestruction).This is to ensurethe managemenand unkroken
chainof custodyof all exhibitsfrom a CBRN crimescene.

European Unionrecommendation®n the minimum requirements for establishing the full
chain of custodypf exhibits

All exhibitshaveto be identifiable during the whole processThis is ensued by giving each
exhibit an individual and uniquecode.When exhibits are segregatedh severalsubexhibits
(e.g.a DNA swabsampled,a latentfingerprintrevealed and/orraw dataextractedfrom an
electronicdevice),eachsub-exhibit hasto be identifiable and should be clearly associated
with the exhibitfrom which it wasderived.

All informationrelated to an exhibit mustbe recordedand documentedthis includes(a) the
samplingduring the crime scenenvestigation(e.g.a descriptionof the exhibit, its locationat
the crime scenethe dateandthe time of collection,andthe packagingused) (b) all transfers
of the exhibit (e.g. the date and time of the transfer,the identity of the personto whom
custody of the exhibits was given, and the location where the exhibit is stored and, all

manipulationsperformedon the exhibit (e.g. decontaminationlaboratoryexaminationand
analysisandstorageconditionandduration).

Adherence to these requiremen#be maintained bgnsuring the following quetions can
beanswereds part of the FSOPsbeing followed

1 What? What is the exhibit?

1 When?When was it collected and used?

1 Who? Who handled itandwho possesses the exhibit now?

1  Why? Why was it handled?

1 Where? Wheredid it travel tq where was istored, andvhere is the exhibit now?

1 How? How didtheinvestigators obtain the evidence?
Eachorganisation that has had possession of the exhibit should be able to demonstrate that
the exhibit has not been tampered with, changed or substiautédhold be able to provide
a description of all manipulations performed on the exhénit] the results of all analyses or
examinations. Certification and accreditation calpho meet these requirements.
Digital forensics
Digital forensics is thgrocess buncovering and interpreting electronic d&tahe goal of
the process is to preserve any evidence in its most original (f@nmot a copy, no matter
how exact) while performing a structured investigat by cdlecting, identifying and
validating the digital information for the purpose of reconstructing past eventENRSI
“Best practice manual for forensic examinat.i

digital evidence?

Digital evidence plays an important role eniminal investigatiors, as it is used to link
persons with criminal activities. Thug is of extreme importance to guarantee integrity,
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authenticity, and auditability of digital evidence a&srmoves alonghe different levels of
hierarchy inthechain of custodyluringan investigation.

Distributed ledger technologies (DL&,g.“Blockchain'®2 enable access toc@mprehensive
view of transactions (events/actiortbat can be tracedack to oigination thusproviding
enormous promise for the forensic communiDLT that can be leveraged for forensic
applications in particular bringing integrity and tamper resistance to digital forehsirsof
custodyis being developetDLT, or more specif ¢ a | | y chaa i ¢aBlbe choukht of as
a series of connected dataustures called blocks, whichcontainor tracks everything that
happens on some distributed sys$eon a peer to peer netwoBachblock is linked to and
dependon previous block, thusforming a chairof transactions (blocks) ian append only
manner.t providesa permanent and irreva@ble history that can be used as a real time audit
trail by any participantn the chain of transactiorts verify the accuracy of the records by
simply reviewingthe data itsé.

Technologiesand methodologiegwhetherestablishedr new) that canbe usedto ensurethe
inteqgrity of aninvestigationsite

Ensuring integrity at the site of an investigatlmegins with restricting accessdad securig

the site for a forensic examinatiorAccurately documeirtg all relevant information related

to the site to be investigated, including, but not limited to, photography and ideally 3D
imaging®® (if time and technalgy allows)is of critical importance

Digitalisation of aninvestigation site provides an exact record of the scene at the specific
moment in time. This allows investigators to look back at a site and compare it against more
recently taken images to @&stain changes that may have taken place since the initial
documentation. Generating a digital record of an investigation site can be accomplished using
photogrammetry and/or 3D laser scanning. Theethodscanbe used to enhance the speed

and accuracy oflata collection from ra investigation site, as the digitai records can
continue to be examined after the investigation team has left the scene (including by the use
of virtual reality tool3.

Photogrammetry is method for data collection where theagnetrical properties of an object
on site are generated froits photo image. For example, PhotoMode€tephotogrammetry
softwareis designed tgprovide accurate measuremem@nd diagramming for many law
enforcement, public safety, accident nestouctionand forensic tasks.

152 (a) “Blockchain and: thecoétmpuebenmsi tdher éenitewne F.
Qadir, S. Kanhere, J. Salil, J. Crowcroft; 20a%; Xi v: 1904. 007 33. (b)) “A revi
technol ogi es”. N. El l oini, C. Pahl ; i manHR. Panet

Meersman (eds)Pn the Move to Meaningful Internet Systems. OTM 2018 Conferences. OTM 2018.
Lecture Ntes in Computer Scienc&1230 Springer, Cham, 2018. DOI: 10.1007/99-830-0267%
4 16. (c) “Distributed Ledg earajai 8.cKnnse,lHo@radstemnd Bl o
World Bank, 2017https://elibrary.worldbank.org/doi/abs/10.1596/29053

153 (a) “Tamperevident timestampedorovenanceledger using Blockchaitechnology?. D.-O. Jaquet
Chi ,&lCéasey, JBourquenoudPreprint submitted t&SI Digital Investigatio, January 202Qb)
‘Bl ockchain for mod e r-ofcudtody astadiftrb o edn ¢ ie-Khgteebt h e Hc h :
G. Epiphaniou, H. Daly; in: H. Jahankhani, S. Kendzierskyj, A. Jamal, G. EpiphaH. AlKhateeb
(eds),Blockchain and Clinical Trial. Advanced Sciences and Technologies for Security Applications

Springer, Cham, 2019. DOL0.1007/9783-030-112899 7. €) “Blockchain solution
evidence preservation in 0T environménts S . Brotsis, N. Kol okotroni s,
Kavallieros, E. Bellini, C. Pavue; arXiv:1903.10770, 2019.

154 For further informationsee:https://www.photomdeler.com/prrapplications/puisafetyforensics/
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Forensic applications of 3D laser scanning and photogramimetuge

1
1

Reconstructing andreating diagrams of crime scerié€3

Extracting measurements (such as height or placement) from surveillance (@ildeo
surveillance video apigations pags).

Determining a bullet's 3D trajectorgllowing the pointsourceto be determinedy®®
As well as sanning a bullet's striking surface to aallisticsanalysis

3D scanning a foprint in sand or soilallowing comparison to theorrespading
shoe™’

3D scanning of tire marllowing comparison to theorrespondingire.*>®

Creating orthophotos (photos with no perspective distortion) of fluid spills or blood
spattert>®

3D scans bbody surfacefor bite marks-®°

Determining positions of Vecles, cranesand/or building failures in photgraphs
takenprior toan accident

3D laserscanning is the process ahalysingobjecs, buildingsand outdoor locationgo
collect data orthe shape and possibly appearanegay(colour). The collected da can then
be used to construatdigital model. 3D lasescanning is widely used by the law enforcement
agencies around the worl@hese tools are useful accident regnstruction investigations of
bombings®! and for producing retrievable digital recasdfor preservation of art and
architecture®?

155

156

157

158

159

162

(a) Enhancing forensic i nves t-dingeasiorialo(3D) imdging u g
technologies for cri me duselnforensie $xi@01S30(6)U60A707p n " .
DOI: 10. 1080/ 00450618.2018. 1424245, (b) “A tool
reconstructions i n virt u.adffolter, b. &Ebeit;Forerisic Scil Int.2@9, e b e
305, 110006. DOI: 10.1016/j.forsciint.2019.110006.

Forexanpl|l e: “ Accuracy and reproduci bi |E. Lisgio, @fLe,bul
H. Guryn;J. Forensic Scj.2020, 65(1), 21420. DA : 10.1111/15561029.14144.

For exampl e: “A new method for the recovery

using 3D structTd g.dhompsanhPt NogiScenta& Jnsice2018,58(3), 237

243. DOI: 10.1016/j.sciju2018.02.001.

Forexampl e: “What happened before the run over
BuRe, L. Campana, F. Gummel, C. Schyma, C. Jackowski; Forensic Sci. Int.; 2020, 306. DOI:
10.1016/j.forsciint.2019.110059.

h tt
D.
b o x
rth,

| et

and

? M

For e x ampvedareadfdrigmptsiomat i on for bl oodstain pattern

O. Esaias, G. Noonan, Bverist, M. Roberts, C. Thompson, M. Krosdhforensic Scj.2019; online
publication DOI: 10.1111/1556029.14250.

For exampl e: to‘geomeirically repmsenttbite dnarks in human skin for comparison with
t he s uspec tBeRamod,d.niCt Toress, AnMolina, S. MartlelasHeras;Aus. J. Forensic
Sci; 2019,51(2) 220-230.DOI: 10.1080/00450618.2017.1356869.

For e x aDwgconstructiohs3ch contr ol l ed bus bombing”. C.
H. P. Hougen, C. Jacobsen]. Forensic Rad. Imaging 2018, 12, 11-20. DOI:
10.1016/j.jofri.2018.02.004.

For example: “A review of bricatooinltkitayggoheehwnat bg
Weigert, A. Dhanda, J. Cano, C. Bayod, S, Fai, M. Quintero|3PRS- International Archives of the
Photogrammetry, Remote Sensing and Spatial Information Scied@E3 XLII-2/WQ 773778. DOI:
10.5194/ispraarchives-XLIl -2-W9-773-2019.
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Recommendationsf Subgroup D

RecommendationThe Secretariat should ensure that forensic issues are includ&®Ps
and Working Instructions including those related to-site sample collection, handling,
curation and storage, and annotation in accordance with forensic best prattices.

For investigations that may provide information suggesting a violation of the
Convention, it is critical to ensure that the infatron used to draw any conclusion is
able to meet internationally acceptdndards. FSOPsshould be regularly reviewed
and updated

RecommendationConsider how to best make use of suitable electronic evidence tracking
technologies, which can be attachto, or packed with evidence/samples at the point of
collection and follaved electronically.

loT devices that can record information on the handling and integrity of a packaged
samplesare an area to consider. Combinations of these tracking devicesastch
Trace Identification Number [Spoor Identificatie Nummer (Sfy) and the
Comprehensive Test Ban Treaty/Onsite Inspection (CTBT/OSI) sample tracking
system® can provig added capabilities for ensuring chain of custody. Distributed
ledger technology (DLT/blockchailshouldalsobe considered

Recommendation: Make use of technologies that allow digitalised documentation of
investigation scenes and sites.

These technolags include UAVs and UGVs, photogrammetry and/or 3D scanning
systems (which can be used individually or in combinatidhgse tools and methods
provide capabilities to provide real time images of an investigation site prior to entry
and duing a forensic investigation. Data collected in this manner would provide
information on the risks present at the site prior to entry, guide the development of
sampling strategies, and provide digitalised documentation of the incident site at the
moment itwas examinedThe latterenablesdetailed examination o& scene to
continue beyond the time an inspection team can be physically present, as well as
providing benefits for chatof-custody purposes

Sub-group E: Provenancing

Subgroup Ewas tasked taaddressprovenace with focus onthe questionsfrom sub
paragraphs 4(f) and 3@fthe TWG s T OR, :whi ch are

1 Which technologies and methodologies (whether established or new) caede
in provenancing of chemical and/or material sampleslected in an
investigatior?

1 Do collections of physical objects, samples, and other informatiochi@mical
weapongelated analysis exist and can they be made availalmedstigators for
retrospective review? How might these collections be usedsupport
investigations?
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Thesub-grouplooked affive priority areas to address the assigned questions

1 Coordination with and encouragement of laboratories to be more acivghged
with the CFITWG!®

1 Identification ofothers whose work nels heavily on provenancing (for example,
scientists involved in food authentication and in oil spill forensics).

1 Review of protocols of others, including the tools and methods used (IR#S,
SNIF-NMR,***and horganicanalysis, for example).

1 Chemical forens analysis in biological samples (including human, aniraat
plants).

1 Exploration of the feasibility of access to data from past chemical weapon
investigationdor the review of the scientific approaches andilites

Provenancing or sourgeofiling of a chemical warfare ageobuldin principlebe achievable
through the examination @dtrinsic chemical signatures such as impurities or additha (
organic and inorganit®® and intrinsicchemicalsignaturs such as stable isotope ratios and
isomericratios®® There argwo typical casesnvisioned basedn the senario of a chemical
incident: matching of two (or more) samples with a suspected common origin, and
provenancing oEhemical warfare agésample from a singlesource

Sample matching is adquently used in forensic investigations for linking together events
and seized materials. Chemical profiling approaches are 8sade of he analyticakools
alreadyimplementedor analysis ofchemical warfare agents (e.g. @84S and LGMS) are
well suited for chemical profiling, as they can detect extrimsiemical signatusf®® The

163 For example: IRMS =Isotopeat i o mass spectrometry. See for exal
isotope ratio mass spectrometrA r evi ew" . S. Benson, ClFordnsicnnar d, P
Sci. Int; 2006,157, 1-22. DOI: 10.1016/j.forsciint.2005.0312.

164 For example: (a) “Enhanced f or e rspecific isddopesanalysismi nat i
using ratio monitoring by3C magnet i ¢ r e s o nva duliea, PsNue €.tHohemee 8.1 y " .
Parinet, R. J. Robg,y G. S. Remaud; Talantg 2016, 147, 383389. DOI:
10.1016/j.talanta.2015.10.010( b ) “The application of NMR and M S
adulteration of wine, fruit juices, and olive oi |
Kidric;, Anal. Bioanal. Chem2003,376 424430. DOI: 10.1007/s0021@03 18046.

165 For example: (a) “Organic chemical attribution s
starting materials”. C. G. F r a dadangn&r;AnalBChenn Kk , B. I
2016, 88, 54062 4 1 3. DOI : 0.1021/ acs.analchem. 6b00766. (b
anionic impurity profiling, stable isotNofRe ratic
Mirjankar, C. G. Fraga, A. J. CarmaJ. J. Moran;Anal. Chem; 2016 88, 18271834. DOI:
10.1021/acs.analchem.5b04126. (c) “I mpurity profi
for chemical forensics applications”. C. G. Fragse

M. Mong, H. A. Coulburn;Anal. Chem; 2011, 83, 95649572. DOI: 10.1021/ac202340u. (d)
‘“Synthesis route attribution of sulfur mustar
K. H. Holmgren, S. Hok, R. Magnusson, A. Larsson, C. AstotkK@ster, D. Mew, A. K. Vu, A.
Alcaraz, A. M. Williams, R. Norlin, D. Wiktelius;Talanta; 2018, 186 615621. DOI:
10.1016/j.talanta.2018.02.100.

d b

166 Forexample: (@) TATP i sotope ratios as influenced by wor
E. Barng¢te, L. A. Chesson, M. J. Lott,. R. Ehleringer;Talanta; 2018, 181, 125131. DOI:
10.1016/j.talanta.2018.01.001. (b) “Stable carbor
cyanide as a forensic signatnB.&’Tomkids, D. B/.Jansceng uz er ,

A. Carmany]. Forensic Sci.2012,57(1) 7579. DOI: 10.1111/j.15564029.2011.01946.x.
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signatures of interest could includ®rtaminantsand traces of starting materiala the
sample; and, by-products fromthe roue of synthesis as well as stabilizers and other
componentsadded during the production/preparation proadstie chemical warfare agent
Additionally, there are methods for acgtian of intrinsic chemicalsignature®’ such as
stable isotope ratider selected elements preden chemical warfare agesnt

Interpretation of results benefits from knowledge of comnsbemical markers or the

specific chemical warfare agent ofterest, and th@rocess ofmatching generally requires
samples to be comparabte concentration and matrixeg.the comparison of samples with

neat substances). For these reasons, it is difficult establish linkages between different types of
samples (e. a highly concentrated sample of the neat substance and an environmental sample
collected at the site of an incident) based on the comparigbeio€hemicalprofiles.

Chemical narkers present in trace amounts in a concentrated sample may nadialdetin

the environmental sample, and differesitesample matoes may produg interferences that
make comparisons difficult. The lack of a matchciremicalprofilescan be used to infer

that samples do ndtavea common source, but the assessmért match is more critical.
Without knowledge of the common variation relevantchemicalprofiles, it is difficult to
determinethe significance of a linkage. To allow such an assessment, there is a need for
reference data based on samples of the chémgents of different origgmdescribing the
expected vaation in chemical profés.

Provenancingof a samplefrom a singleevent looks for informatiorthat can identify the
probable origin of thesample its production method, storage ahdndling conditions, and
any other signatures of its life cycle. For this situation, there ig@ent needo have access
to reference dat#hat wouldallow for the linkage of the suspect samplesymthesis route,
specific starting materigland levelof technical competence of theoducer The reference
datamustbe comprehensivainfortunately the availability ofsuch data fochemical warfare
agentss very limited.

Chemical profiling reference data of samples with known provenance (productita) rou
starting material for synthesis etopould be useful tanclude in a chemical profiling
dat@base. The datouldinclude all chemical signaturés be used for provenancing.

Successful applications of provenancing of chemical samples, includingspective
determination of production methodnd where the profiling methods are used for sample
matchingcan be foundn the analysis of drugs of abd&eand explosive$?® and also in

167 r e x a mp-tasbon isbtdpe mthod fer sourcing the neagent precursor methylphosphonic

)
ichloride ahdMoarat&G G.FragadM K.tNBnFalanta, 2018, 186, 67&33. DOI:
0.1016/j.talanta.2018.04.021. (b) "Measur ement
characterization of brodi facoum”. J. Rysis@or t , P.
disastereomer ratios féror ensi ¢ characterization of brodifacol
181. DOI: 10.1016/j.forsciint.2011.08.003.

For exampl e: (a) “A review of recent advances in

H. WaddeltSmith; J. Forensic Sci2007, 52(6), 12921304. DOI: 10.1111/j.1558029.2007.00559.x

(b) “The analytical and dHemdnrdtirciida prracge dleriesurries

Waddell; Talanta; 2005 67, 280-285. DOI: 10.1016/jalanta.2005.05.018.

169 For exampl e: (a) “Carbon anpdr ordiutcreadg emD Xi saontdo pteMX "
Howa, M. J. Lott, L. A. Chesson, J. RhlEringer; Forensic Sci. Int.,2014, 240, 80-87. DOI:
10.212016/j.forsciint expl@sites:. AOMilti 103 .0 pEeblappPpSowarchi’ng D.
Minet, M. BarbelLeborgne;Sci. Justice2009,49, 62-72. DOI: 10.1016/j.scijus.2008.11.001
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environmental forensi¢g® where chemical analysis results have been transferred to a legal
process. Engagement with experts from these fields would benefit the dewveiopime
provenance capabilities for chemical warfare agents. Engagement witBRIA&VG is
valuable to keep abreast developments in the field

Recommendationsf Subgroup E

Recommendation:Consider establishing a new TWG on the provenancing of saroples
chemicals relevant to the Convention.

Discussions should bring together SAB membeepresentatives of Designated
Laboratories, and other experts in chemical forensics and profiliihgemical
profiling of samples to enable determination of their pnawvee requires analytical
and data analysis approaches, and reference data that diffiethiose being currently
employed by the Designated Laboratory Netwtok off-site verification analysis
The TWG would consider inter alia requirements for methaeldpment, and inter
laboratory chemical profiling exercises, standardisation and eiaiuat

RecommendationThe OPCW Laboratory should consider developing an OPCW chemical
profiling databasefor raw instrumental datag.g. GC/MS data) for the compositioof
samples of chemical threat agents of known provenance, including but not limited to
additives, synthetic impurities and degradation products.

Previously collected data on chemical threat agent samples could be added to the
database and used for tegtiapproaches to chemical profiling.

RecommendationExplore the possibilities for retrospective mining of previously collected
data onauthentic samples containing signatures of chemical threat agents

If permission can be obtained, such exercises wdodduseful for developing
reference data that includeslidated chemical signature information

RecommendationEncourage the Secretariat and Designated Laboratory network to engage
with, and where possible participate in projects of, the CFITWG.

The CHTWG is a forum for the development pkerreviewed chemical profiling
approaches and the exchange on information that is suited to the provenance
determination on chemical warfare agents and related compounds, which is a
developing fieldof science

Remmmendation: Publish scientific resultobtained from the development of chemical
profiling methods in peereviewed scientific literature.

Peerreviewed scientific publications demonstrate validity and robustnesethfods
and enable data comparison.eyhare viewed worldwide as importantidations for
investigative mechanisms

170 For example:* Obj ecti ve chemical f i nger psguarast discriginamt f o i |
analys s M. P. GOmezCarracedo, J. Ferré, J. M. Andrade, R. Fernawigela, R. BoquéAnal
Bioanal Chem; 2012, 403 20272037. DOI: 10.1007/s0021®12-60085. (b) “ At mospher i c
polycyclic aromatic hydrocarbonsource attribution, emission factors and regu t .iKoRavindra, R.
Sokhi, R. Van GriekenAtm Env, 2008,42(13), 28952921.DOI: 10.1016/j.atmosenv.2007.040
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Recommendation: Encourage laboratories analysingauthentic samples containing
signatures of chemical threat agers publish their results in pegeviewed scientific
journals to enable additionalalidation of the methods and approaches, and to enhance
overall the capability of the Designated Laboratory network

Reports of provenance determination on chemical warfare agent samples are
especially relevant for validating theethods being developeal this developing field

of science. They are also vital for providing standards against which any allegations
of chemical weapons use in future can be compared, to increase the probability of
finding concrete linkages between eveintghe past and thosa the future. This is
important for the identification of linkages between multiple events of alleged
chemical weapon use

RecommendationEngageand share experiences with experts in other fields who perform
chemical forensic anadys.

Relevant sectors include(but are not limited to)environmental forensics, food
adulteration and illegal drug enforcement

Sub-group F: Methodologies, procedures, technologies and equipment

Subgroup Fwas tasked t@ddress additional consideratsy with focus ofTOR paragraph
5, providing advice on Secretariat propodalsmethodologies, procedurdechnologies and
equipment for investigative purposes

The sib-grouplooked at four priority areas to address th&agrged questions
1 Consideation of nontraditional options for data collection.

1 Consideation ofwhere traditional best practices may not fit the situational needs
in the environments, and under the scenarios, where inspectors may be operating.

1 Consideation ofhow to increase and pnovethesustainability of field missions.

1 Understanohg factors related to technical investigative assistance, including
possible legal issues.

Under the June 2018 CSP decision, the Secretariat has been directed to identify those
involved in the use ofchemical weapons in Syria. Attributionge. the determination of
responsibility for the use of chemicals or other actions prohibited by the @@mds in the

end a judgement drawing on a wide range of technical data and other kinds of information.
Technical procedures, for example, chemical analyses that link traces of material found in a
sample to a source are extremely valuable but areas@yof many inputs into an attribution
determination.Seldom will sample analysis alone be sufficient fordetermination of
responsibility.

In contrast to routine inspection missions, 4mouatine factfinding and investigation missions
may be conductednaer conditions that are unfamiliar, haodpredict, physically difficult
and dangeroudnspectors may ndbe able to visit the site of an incident or to meet with
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affected individuals, because locations are too remote and access is physically nt& possib

because the physical security or health of inspectors would be placed at too great a risk. Thus,

altemative means of collecting information, other than through direct physical access to a
site, need to be identified, assessed and implemented. xBorpke, analysis of high
resolution satellite imagery from commercial sources has already demonstrataidietsnv
OPCW factfinding efforts, and in other arms control and spliferation contexts.
Historical commercial satellite imagery, which is fuegtly availabld/! can be used to
assess activities at a site over time, for example, before, during en@mfilleged incident.

The extensive civil use of UAVs to obtain imagery of sites that are difficult to access or to
assess hazards at a potentially dangerou<givides another example of technology that
could be utilized for nomoutine OPCW missia Video conferencing tools with encryption
capabilities should also be considered for interviewing.

Although inspectors may not be able to visit a site, host gavent personnel, local
inhabitants or other civilians may have access to a site and thalsidbéo collect relevant
information. Information collected by nddPCW personnel, however, is most useful if the
OPCW can be confident that it knows precisely rghiae information was collected, under
what conditions, and by whom, and also that thermftion has not been altered or
tampered By creatively adapting existing technology, the OPCW has already made use of
non-OPCW personnel to collect informationanfew case$’® A good example is the use of
sealed, GP®nabled video cameras, furnished the OPCW and operated by Syrian
government personnel, to monitor destruction activitieghiem Syrian Arab Republicat
dangerous locations? The TWG recognises the availability of guidelines and mobile device
applications, such amyeWitness to atrociti€s that are designed to assist the general public
to document and collect evidence. These types of informgttrering tools are expectea t
become more prevalet® As long as proper safeguards are established, such tools and
procedures could materiallgsist an investigation

The problem of direct access to the site of an incident or to affected individuals is particularly
acute with respct to collection of environmental and biomedical samples forsitef
laboratory analysid.acking access, OPCW fafihding efforts have necessarily had to rely

on samples collected by n@PCW personnel.Creative pairing of several different
technologis, however, might allow samples to be collected from a site byOR@QW

n For example: (a) M. Hanham, J. Lewis, C. Dill, G. Liu, J. Rodgers, O. Lepinard, B. Knapp, O. Hallam,
B. Mcl nt os h; “, GNSoOtddsiongh paper #38iGdfebury Institute of International
Studies at Monterey, James Martin Center for Nolifieration Studies, 2018;
https://www.nonproliferation.org/op3@eo4nmpro-2-0/. (b) G. Liu, J. Rodgers, S. Milne, M. Rowland,

B. Mcl nt os h, M. Best, 0. Ompartunitiesy Ghallendés, and bimite af m;
Remot e Sensing for Monitoring Uranium Mining
Middlebury Ingitute of International Studies at Monterey, James Martin Center for Nonproliferation
Studies, 2018https://www.nonproliferation.org/ep4-eyesonu-opportunitieschallengesandlimits-
of-remotesensingfor-monitoringuraniuntmining-andmilling/.

172 (a) See paragraphs 12.7 to 12.8 of SZBWP.2(referenced in footnote3(b) (b) See paragraphs.20
to 10.5 and 13.1 to 13.11 of SAB/WP.3(referenced in footnote 18j.

173 See for examplegaragraphs 10.1 to 10.2 of SAB/WP.3(referenced in footnote 18j.

174 “Progress in the Elimination of the Syrian Chemical Weapons Prograrfit@e75/DG 6, daed 25
February 2014 )www.opcw.org/sites/default/files/documents/EC/75/en/ec75dg06_e .pdf

175 For further information see (a) https://www.eyewitnessproject.ordb) See paragraphs 8.8 to 8.10 of
SAB-28/WP3 (referenced in footnote 13j.

176 See for example: (@) The Human Rights Investigations Lab;

https://www.law.berkeley.edu/research/hunnayts-center/programs/technology/humaghts
investigationdab-internshps/. (b) New project: Digital evidence, blockchain, and-sfrikes in Yemen
16 March 2018, Global Legal Action Networkttps?//www.glanlaw.org/singlepost/2018/03/15/New
projectDigital-evidenceblockchainandair-strikesin-Yemen
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personnel and then transferred to OPCW cuysteldle still meeting high forensic standards
for ensuringchainof-custody Smartphone applications already exist that could assist in
doaumenting the collection of sampl&S1’67” Simple UAVs that are already in an
operational testing phase have range and cargo capabilities that could enabiiecie of
samples from a remote sit& The Secretariat should explore how such technologies could be
adapted and combined tolge the vexing issue of site access. In this connection, the OPCW
should support work to develop simple methods for securleagang and sealing of samples,
using commonly available materials, that could be used in such situations.

Increasingly, informabn potentially relevant to a nenoutine missions available from open
sourcessuch associal media,YouTube videosand other information;or electronic
documents or samplgsovided by interested partieBefore this information can be relied
upon, its authenticity needs to be established. Extensive expertise in assessing such
information, for example, using metadaasociated with videos, or forensic analysis of
digital files, already exists in the law enforcement commufityhe Secretariat should
continueto strengthen its working relationships with sources of such expertis

OPCW R/SOPshave been developed for situations where the circumstances are generally
well-defined and predictable. Experience has shdwmwever, that nenoutine missions may
involve situations where the parameters forsta activity are impossibléo predict in
advance and may be highly constrainedpectors may have little time to prepare for a visit

to a site, have only a shortme there and be very limited in the type or quantity of
equipment they can bring it.>® Such situations put a high premium on obtaining as much
information as possible in advance tbe planningof a visit, havhg a capability to extract

the maximum amount of information from the site quickly, and having equipmenisthat
simple, versatile, and easy to transport and Gserent and former OPCW personnel who
have been involved in nemoutine missions are a criit source of advice about the
capabilities that are needed. They are a unique and highly valuable re3tar&ecretariat
should make a concerted and continuing effort to involve such current and former inspectors
in developing investigative proceduresdaidentifying and assessing equipment for -non
routine missions’® The effort should involve field evaluation relevant training scenarios.

Non-routine missions, which may last much longer than routine missionmapdlso take

place in tense and danges environmenfamposenew demands on the sustainability of
field teams. In addition to the physical tasks associated with housing, logistics and
communications over an extended term, -nmutine missions may place inspectors under
considerablephysical and mental stress, botlluring the mission and afterwards. The
OPCW s ability to maintain an effective 1inv
effectively with these issues. Again, the Secretariat should make a concerted and continuing
effort toinvolve current and faner OPCWnspectors experienced in nooutine missions to
identify potential difficulties associated with the sustainability of-rmutine missions and
effective ways of addressing them. Particular attention should be paid Bethetariat to
thementa well-being of inspectors during a mission and afterwards.

One new type of nemoutine mission, providing technical investigative assistance to a State

177 See paragraphs 8.8 to 8.10 of SA&WP.3(referenced in footnote 1&(

178 (a) Unmanned Aerial Vehicles Landscape Analysis: Applications in threl@ement ContextJSAID
Global Health Supply Chain Program, 120 https://www.ghsupplychain.org/sites/default/files/2017
06/GHSC_PSM_UAV%Z20Analysidinal.pdf (b) Unmanned Aerial Vehicle Procurement Guide:
Spedications, Questions and Other Criteria to ConsidédSAID Global Health Supply Chain
Program, 2018attps://www.ictworks.org/wgontent/uploads/2018/10/usditAV -buyingquide.pdf

178 See paragraphs 10.6 to 8.10.7 of SABWP.3(referenced in footnote 18j.
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Party, poses unique and highly complex technical, forensic, and legal isswesit could

result in OPCW personnel becoming involved in a process leading teestiomor
international criminal prosecution. An example would be a case of suspected chemical
terrorism. Among the issues that need to be carefully explored in adarartbe following

What specifically would OPCW personnel be authorized to do? WouldvDPBersonnel
directly carry out investigative tasks or only advise host State personnel? What restrictions
would be placed on the activities of the OPCW personnel, dithéine DirectorGeneral or

the host State? To what extent would the activities ofQREW personnel be subject to
review in the host State’s | egal fsenerale s s ?
handle a summons for OPCW personnel to testify imraas$tic criminal proceeding, which
might involve severe penalties or even executiolizie host State requested that samples

be analged in OPCW Designated Laboratories, what would be the practical and legal
ramifications for those laboratories? The i@¢ariat should identify and carefully explore
technical, forensic, and legal issussgalved in providing technical investigative assistance to

a State Party and inform Member States of the findings.

As noted throughout this report, equipment and praesdihnat are potentially relevantttce
conduct of a nomoutine OPCW mission are Ingj developed for many other applications,
including law enforcement, hazardous material monitoring and chemical defence. The
Secretariat will need to systematically monitechnical developments and consider how they
could be used to further strengtheR@AN verification capabilities. Priority should be given

to tools that would allow rapid and efficient-site information gathering, providing the
greatest amount of iofmation under time constrained and potentially -permissive
operating environmentSAB reports will continue to provide information on technologies of
potential valué®4%42 however the Secretariat will benefit the most from taking a more active
role by conducting a modest technology evaluation and adaptation programme, financed
through the regular budget. This-house effort cold be supplemented by a systematic
technicalsupport programme by Member States to meet requirements defined by the OPCW.
Such a function would usefully include field evaluation in relevant training scenarios. The
technology support programme conducteyl IAEA and its Member States provides a
relevant international modéf°®

Recommendations of Stgyoup F
the Secretariat should:

Recommendationildentify and evaluate alternative means of collecting as much relevant
information as possible about an incidesite in advance of direct physiaatcess, including
the use of UAVs or commercial satellite imagery.

This would help to maximise safety, security and effectiveness -git@ractivity.

This effort should include developing procedures and equipmemighrwhich non
OPCW personnel who haaecess can be used to collect and transfer information in a
forensically sound manner.

180 (a) Research and Development Plan: Enhancing Capabilities for Nuclear Verification, IAEA
Safeguards  STR85, 2018; https://www.bnl.gov/ISPO/docs/STBB5IAEA -Departmenf-
SafeguardfkD-Plan.pdf (b) “Devel opment and | mplementation
Verification 2018 - 2019", | AEA S a f-386, u a r2a1s: STR

https://www.iaea.org/sites/default/files/18/09&t¢386-developmensupportprogramme.pdf (c) the
IAEA has also used crowsburcing approaches to gain access to new capabilities, for further
information, sedttps://challenge.iaea.org/challenges/all
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Recommendation:For situations where OPCW personnel cannot access a sampling site,
develop procedures and equipment for 4@PCW personnel to collect environmental or
biomedical samples, and transfer them to OPCW.

This would help to ensure integrity of sampéexl allow verification of authenticity

of samples provided to the OPCWuch procedures can make use of digital tools and
technologies that are beindeveloped and deployed for collection of verifiable
information unaltered from its original form, substantiated by time stamps and
geolocation data

Recommendation: Continue to strengthen working relationships with communities o
expertise for identifyingelevant opersource information and evaluating its authenticity,
particularly for digital information.

Recommendation:Make a concerted and continuing effort to engage current and former
OPCW personnel who have participated monroutine missions in igroving the
Secretariatds investigative capability.

Involve these personnel in developing investigative procedures and equipnaint

the evaluaton of training scenarios in preparation for future missions. Engage these
persanel in identifying potential difficulties associated with the sustainability of non
routine missions and effective ways of addressing them. Attention should be paid to
issues suchsaposttraumatic stress.

Recommendation:Strengthen the ability to evaliea and adopt new technologies and
equipment to meet tfee ¢ r e tewolvinganeéedss

Efforts can be put forth that involve both internal processes and voluntary assistance
from Menber States.Conduct a modest technology evaluation and adaptation
programne, financed through the regular budget, to take advantage of equipment and
procedures being developed in other conteitablish a programme for technical
supportconducted by Member States (this could follow the model of the IAEA).

Recommendation:ldentify and carefully explore technical, forensic, and legal issues
involved in providing technical investigative assistance to a State Party and inform Member
States bthe findings.

Assisting a State Party may require different operating procedures tharsetd in
investigations conducted by the OPCW.

Recommendation:Consider incorporation of end user requirements, such as reporting on
technical information, into mesion planning and operating procedures when conducting a
mission that might transfer inforation to other entities. Information collected-site by
inspectors and/or generated through-site analysis may potentially be transferred to others
for furtherreview.

If the transferred information is to be subjected to further evaluation (ircydartiif

it were to be reviewed under a legal framework which could require individuals
involved in the investigation to justify their approaches), suitabilityhef methods
and approaches to meet the needs of the evaluators must be considered
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Glossary

Full Term
Antibody

Definition
A protective protein produced by the immune system in response
presence of a foreign substafice n  “ anti gen” ) .

Aqueous samples

Samples prepared in and/or dissolved in water.

Article IX

The article of the Chemical ®¥#&pons Convention thaaddresses
consultations, cooperation, and fdictding
(www.opcw.org/chemicalveaponsconvention/articlegiticle-ix-
consultatios-cooperatiorandfact-finding).

Avrticle VIII

The article of the Chemical Weapons Convention that addrebsg
organisation
(www.opcw.org/chemicalwveaponsconvention/articles/articlgiii -
organizatioi.

Attribution

The determination of responsibility fan action.

Avrticle X

The article of the Chemical Weapons Convention that addrg
assistance and protection against chemicalpees.
(www.opcw.org/chemicalveaponsconvention/articles/article-
assistancendprotectionagainsichemicalweaponk

Biologicaland Toxins
Weapons Convention
(BTWC)

The Convention on the Prohibition of the Development, Production
Stockpiling of Bacteriological and Toxin Weapons and on t
Destructon

(https://www.unog.ch/80256 EE600585943/(httpPages)/77CF2516Dl
DCF5C1257E520032EF67?0penDocunyent

Bioluminescence

The emission of lighby a biochemical process.

A distributed ledger technologhat functions as aecord of transaction
which is created bylinking throughcryptography Each transaction is

Blockehain “ b | oooritafring a cryptographicrecord of theprevious blockand
associated timestamp and transaction data.
Crme Tl A collection of dooments and evidence relating to specific

investigation.

Chemical Biological
Radiological Nuclear
(CBRN)

Chemical, biological, radiological afm nuclear materials that couluk
used to causbarmby accidental or deliberate releaskssemination ol
impacs.

Chemical forensics

Obtaininginformation fromtraces and signatures found witlihemical
remnants that igelevant to investigativguestions.

Chemical profile

Chemical and/or elemental signatures, whitdn be used tmbtain
information about th potential source of ahemical sample and/or i
method of synthesis. The profile includbg-products impurities, and
unreacted starting materidtsundin the sample

Chemicalthreat agent

A chemical with potential for us as a chemical weapon.

Chemtal warfare agent

The toxic chemical component of a chemical weapon.

CFITWG

Chemical Forensidsternational Technical Working Group

Challenge inspectiofClI)

An inspectiondesigned to clarify andesolve any questions concerni
possible norcompliance See Article IX of theChemical Weapon
Convention and Part X affs Verification Annex

Chainof-custody

The documented record atquisitiors, transfes, handling and
disposition of physical or electronic materials.

Colorimetry

The cetermination otoloured compoundgn a solution)in by measuring
absorbance of a specificavelength of light

The Conference of the
States Partiesf the
Chemical Weapons
Convention (CSP)

The principal and plenary organ of the OPOMhich oversees the
implementation of té Chemical Weapons Convention, promotes
goals, and reviewsompliance with the treaty. It also oversees
activities of the Executive Council and Technical Secretg
(www.opcw.ag/aboutus/conferencetatesparties.

Comprehensive Nuclear
Test Ban Treaty

OrganisatiofCTBTO)

The organisation that oversees tl@omprehensive NucledrestBan
Treaty (CTBT) As this treaty is not yet in force, the CTBTO exists &
Preparatory Comission https://www.ctbto.org/
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Full Term
Declarations Assessmen

Definition
Establishedn 2014 to engage the relevant Syrian authorities to res
the identified gaps and inconsistencies in the Syrian declar

VIO (www.opcw.org/declaraticassessmetiean).

Detection The ability to detecthe presence of a chemical.
Digitalisati The process of converting information intigital (i.e. computer
igitalisation

readable)drmat

Distributed Ledger
TechnologyDLT)

A consensus of replicated, shared, and synchronized digital data
across multiple locationsin the context of this report, represents
Blockchain(see also) that exists as a distributed ledger.

Designatd Laboratory

Laboratories designated by tHePCW for the analysis o&uthentic
samples Designated Laboratoriesust be able to perform eéite
analysis of chemicalkamples collected by OPCW inspectors fr
chemical productioracilities, storage depotand other installations, ¢
from the site ofan alleged use of chemical weapons, and provide forg
proof if a violation of the Convention has occurred

Electrophilic addition

A chemicalreactonwh er e an “el ectrophil e
bondresulting in breaking ofit b and the formationai e w o .

EnzymeLinked
ImmunoassayELISA)

A technique that uses antibodies linked to enzymes to detect and m
the amount of a substee.Captire antibodies are immobilised orsalid
surfa@ which a target analyte binds tm the final step, an enzyatic
reaction takes place thiglitiates a measurabtolour change thais used
as a readout sign#édr determination of the concentrmaxti of the analyte.

European Network of
Forensic Scienchstitutes

A network of experts is to share knowledge, exchange experience
come to mutual agreements in the field of forensic scig

(ENFSI) (http://enfsi.eu/abougnfsi).
The European progimme for the establishment of validated proced
EuroBioTox for the detection and identification of biological toxirkhis is a EU

fundedprojectfrom 2017- 2022 that igntegrating 61 laboratories froy
23 States PartieGvww.eurobiotox.el

Executive Council (EC)

A Council of 41 OPCW Member States that are elected by
Conference of the States Parties and rotate every two years. The (
supervises the activities of the Technical Secretariat and is responsi
promoting the effective implementation of and compliangéh the
Chemical WeaponsConvention (www.opcw.org/aboutis/executive
counci.

Exhibit

A document or object presenteds avidence btained during an
investigation.

False negative

A test result which wrongly indicates that a particular condition or
attribute is absent.

False positive

A test result which wrongly indicates that a particular condition or
attribute is presgt

FactFinding Mission
(FFM)

An OPCW mission thatweset up i n 2014 “to
allegations of the use of toxic chemicals, reportedly chlorine, for hg
pur poses i n t he S (wwwi.ogcmy. orgiactbnbing- R
missior).

Flame photometry
detection(FPD)

The use of a detector thateasures characteristic chemiluminesg
emissionfrom specific chemical speadérmedin a reducing flame.

Forensicchemistry

Chemistry used for foresic purposes.

Forensidntelligence

Theextersion ofthe forensic casby-case approacfi.e. evidential focus
into a more phenomenological and proactive appro#shrole is not
solely limited toinvestigations or to confirm hypotheses suggeste(
conventionalinvestigativemeans, buélso to proactively provide insigh
into investigatedactivities and to support the elicitatioof relevant
hypothese4*

Forensic science

The science used for forensic posps.

Forensics

Relating to or denoting the application of scientific methods
techniques t@aninvestigation
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Full Term

FourierTransform
InfraredSpectroscopy
(FTIR)

Definition
An analyticaltechniqueused to generatiafrared spect (absorption or
emission of chemicé sample (which can be solid, liquid or a ga&h
FTIR spectrometer simultaneously collects data over a wide sp
range.

Gas chromatographzC)

Method used to identifpresence of chemicalshere volatile chemical
are carried through a column ttsparates them from one another in
gas phaséoften usedogether with mass spectrometry: B4S).

High molecular weight
(HMW) toxin

In this report, thigerminology is used to refer to biological toxins tf
exist as large proteihased molecules (forexample) ricin ang

botulinum).181

Identification

The ability to identify a specifichemical from other chemicals.

International Atomic
Energy AgencyIAEA)

An intergovernmentabrganisation that serves as a foréon scientific
and technical coperationin the nuclear fieldThe Agencyworks for the
safe, secure and peaceful uses of nuclear science and techrfebog
further information see/ww.iaea.org

Investigation of alleged
use(lIAV)

An investigation, requedieby a State Party, that servesiiablish factg
related toanallegeduseof a chemical weapgrand provide a basis upor|
which the ExecutiveCouncl can take a decision with regard to whet
or not to instruct the Secretariat to take further actionassist the
requesting State PartySee Article IX of the Chemical Weapon
Convention and Part X dfs Verification Annex

InternationalCriminal
Court(ICC)

An intergovernmental organisation and international tribunal
investigates and, where warted, tries individuals charged with tk
gravest crimes of concern to the international community: genocide
crimes, crimes against humity and the crime of aggressig
(https://www.icecpi.int/aboul.

International Impartial ang
Independent Mechanism
(11m)

An international organisation that collects and analyses informatior
evidence ofiternational crimes committed in Syria since March 201
assist criminal proceedings in national, regional oridtonal courts o
tribunals that have or may in the future have jurisdiction over t
crimes(https://iiim.un.org/mandate)#

Investigation and
Identification TeanglIT)

Established under paragraph 10 e664/DEC.3, the IIT is responsible
for identifying the perpetrators of the use of chemical weapons in the
Syrian Arab Republic by identifying and reporting on all information
potentially relevant to the origin of thosketnical weapons in those
instancesn which the FacFinding Mission (see also) determines or hg
determined that use or likely use occurred, and cases for which the
OPCWUN Joint Investigative Mechanistid not issue a report (see
also,www.opcw.org/medigcentre/featuredopics/decisioraddressing
threatchemicalweaponsuse.

Immunoassay

A procedure for detecting or measuring speafialytes(
antibodies.

ant ibyg

Information Management
System

A systemdesigned to facilitate the storage, organization and retriey
information

Internetof-things(loT)

A system of interrelated devictwat transfer data over a network

International organisatior|

An 'organisatio established by a treaty or other instrument governed

(10) international law
lon mobility spectromet An analytical method that separates iongaseous phase based on the
(IK/ISF; ™ differences otheirmobilities under an electric fielThe differences in

mobility can be used to detection chemicals of interest.

International Organizatior
for StandardizatioflSO)

An internationaktandaresetting body composed of representatives fi
various national standards organizatiof®r further information se
WWW.iS0.0rg

Liquid chromatography

(LC)

Method used to identify presence of chemicalgere volatile chemical
are carried through a column that separates them from one another

liguid phasgoften usedogether wih mass spectrometry: G@S).

181
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www.opcw.org/sites/default/files/documents/Science_Technology/Biological _Toxins and their Relati

the diversity of forms thattoxins can take,

see:

ve_Toxicity .pdf
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Full Term
Lateral flow assaylFA)

Definition
Paperbased devices intended to detect the presence of a tasdgean
liquid sample

Low molecular weight
(LMW) toxin

In this report, this terminology is used to refer to biological toxins
would be consideredrganic chemicals (for example, saxitoxin
strychnine).

Mass spectrometry (MS)

Method used tadentify presence of chemicals (often usedether with
gas chromatographe.g. GEMS).

Nerve agents

Chemicals that disrupt the mechsmis by which nerves transfsignals
across the central nervous system through the inhibitafn
acetylcholinesterase

Newly scheduled agent

Chemicals added to the Schedules of the Chemical Weapons Cony
through an amendment process after the éntoforce of the
Convention. As of 31 December 2019, only two such proposals tq
chemicals to the Schedules had been adopted sinceimtotfgrce in
1997.

Non-governmental
organisatio(NGO)

An organisation that is neither a part of a governmenamonventional
for-profit business.

Non-routine mission

An OPCW mission that doeson follow modalities and operatin
procedures set out explicitly in the Chemical Weapons Convention.

OPCW Central Analytical
Database (GAD)

A reference library of analytal data. It contains validatesppectroscopig
and chromatographic data ofiemicals ofrelevance to the Conventio
Its primary purpose is to enable onsite analysis during OFR
inspections

Off-siteanalysis

A chemical analysis thatikes place away frorthe site at which thg
sample was collected.

On-siteanalysis

A chemical analysis thahkes place at the site at which the sample
collected.

Polymerase chain reactio

A method of making multiple copies of a DNA sequence, invol\
repeated reactiongith a polymerase

Photoionisation Detector|
(PID)

A detector that useasn ultraviolet (UV) light source to ionize chemicg
to gas phase molecules.

Pointof-care

An onsite measurement made at the exact location where a sam
found. The terminologysicommonly used in dinical settingto indicate
a measurement made directly on a patient in their hospital room/bed.

Pointof-need

An onsite measurement made at the exact location where a san
found. This terminology is intended to avoid confustbat may arise
when using t he-oftcaarrmni”n alimoabapplicatimr

Provenance

The chronology of ownership, custody and/or location

Rapid Response and
Assistance Mission
(RRAM)

An OPCW mission thatan be deployed upon request détate Party tq
the Chemical Weapons Conventimnneed of urgent assistance due
chemical weapons attagkee alsoywww.opcw.org/owwork/responding

usechemicalweaponk

Raman Spectroscopy

A chemical analysis techniqubat provides information omhemical
structureby measuring vibrational modes of molecules.

Review Conference

A conference of States Parties convened to review the operation
Chemical Weapons Conviton. Review Conferences have be
convened in fiveyear intervals, since the First Review Conference
2003. The most recent, Fourth Review Conference wasime@dl8. For
further information on the Fourth Review Conference,
WWW.opcw.org/resources/documents/conferestegesparties/fourth
reviewconfaence

RefBio

Germany’'s Contribution to Stre
the UNSGM. This is aGerman Federal Foreign Offidended project
running from 2017- 2022 to support evaluating methodologies 4
laboratories under the UNSGM

Radiofrequency

identification(RFID)

The use of electromagnetic or electrostatic coupling in thdior
frequency portion of the electromagnetic spectrum to uniquely identi
object
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Full Term

Recommended and/or
standard operating
procedurgR/SOPSs)

Definition
An ROP is aecommended method to be followed for the performand
designated operations or in designatedasitms. This differsfrom aa
SOP whichis anestablished or prescribed method to be that is follo
routinelyfor its designated purpose.

Scientific Adviry Board
(SAB)

A subsidiary body of the OPCW established in accordance axditle
VIl of the Corvention to enable the Direct@eneral of theOPCW to
render specialised advice in science and technolodyietmber States
The SAB comprises 25 independentexperts (see alsq
www.opcw.org/aboutis/subsidianbodies/scientifieadvisoryboarg.

Selectivity

The extent to which a method can determiparticular analytes in
mixtures or matrices without interferencEem other componentsSee
https://old.iupac.org/projects/posters01/vessmamdl.p

Sensitivity

A measure ofhe ability of an analytical method testablishthe that
differences in the amount of analyte measured between indiv
samples is aresignificant. This is different than thenet hod "’ s
limit, which is the smallésamount of analyte that cdie determiné with
confidence.

Service level agreement
(SLA)

An agreed uportommitment between a service provider anseavice
use¢ (e.g. a “client”™).

Surface Plasmon
Resonanc¢SPR)

An optical techniqueused for detecting molecular interactionSPR
occurs on electrerich metal surface(such as golduponimpact of an
incident lightof a specificfrequency. SPRinalysis methodsra used tg
detect change in refractive index on the surface dueteractions
(binding, adsoprtion) between molecules bound to surface and molg
that come in contact with the surface.

State Party

Member Stateof the OPCW a state which has acceded(ta s a
to) the Chemical WeaponSonvention

Technical assistance visi
(TAV)

Upon request, th&echnical Secretariatill visit a State Partythat daes
not seek an investigation or a rapid respanserder toprovide advice
and assistance(see alsp www.opcw.org/omwork/respondinguse

chemicalweaponk

Toxic industrial chemical

Industrial chemical that can potentially be used in a harmful way,
are manufacturedt@red, transported, and used throughouttbdd.

Toxin (biological toxin)

A poisonous substance that is a specific product of the metg
activities of a living organism. Toxinsan be small moleculepgeptides,
or proteins that exert their toxic efts through interaction with
biological macromolecules such as enzymesetiular receptors.

Temporary working groug

A working group established under th&cientific Advisory Boardto

(TWG) consider issues in depfir a time limited period.
. . An aerial vehiclepiloted by remote control or onboard computémsthis
Unmanned adal vehicle ,
(UAV) report, UAV references are made to small, ;tdeta:optgr and/or fixe(
wing remote controlled aircraf
Unmanned ground vehicl{ A vehicle thatis operatél by remote control or onboard computers wh
(UGV) in contact with the ground and without an onboard human presence.

United Nations

An international organisation formed in 1945 to increase political
economic cooperation among its member coun{vi@sy.un.org.

United Nations Secretary|
General's Mechanism

(UNSGM)

A mechanismunder the United Nations Secretd®gneralto undertake
timely and evidencbased investigations (missions) in response
allegations inwelving the use of chemical, bacteriological (biological)
toxin-based weapons.
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Annexes
Annex 1: Terms of Reference

1. The Technical Secretariat’ sgoing ltantingencg af t er
operations have increasingly involved invesigad and factinding, with collection
and evaluation of oral, material and digital evidence ef e of chemical agents;
activities that are not part of routine Chemical Weapons Convention inspection and
verification. The DirectoiGeneral has decidedahan indepth review of how and
when methods and technologies used in investigative work woutdlé&eant to the
Secretariat. He has asked the Scientific Advisory Board (SAB) to conduct this review.
Further to his response to the report from the Twéotyrth Session of the SAAB-
24/1 dated 28 October 2016), and in accordance with paragraphh@ ¢értnsof
reference of the SAB, the Direct@eneral has therefore established a Temporary
Working Group (TWG) on Investigative Science and Technology ascappointed®r
Veronica Borrett as the Chairperson of the group.

2. The objective of the TWG i® review science and technology relevaniniestigative
work, especially for the validation and provenancing (determiningciinenology of
ownership, custodynd/or location) of evidence, and the integratiomufitiple and
diverse inputs to reconstiuca past event. This would also include further

considerations of topics i n the recommen

forensics workshop (SARB4/WP.1, dad 14 July 2016), and topics falling under
subparagraphs 2(% and 2(g}®of t he S AfRéfesence. @herwerk af this
TWG is intended to identify capabilities, skill sets and equipment that would augment

and strengthen t he Sapabilitiest @he ifiadingsswill ibe v e st |

considered by the SAB and recommendations provided tDitketorGeneral.

3. The TWG will consist of individuals who collectively have expertise in theory and
practice of investigative work; including but not limited tovéstigational chemical
analysis, evidence collection, forensic sciences, informatics, criscene
reconstruction, toxicology, inspection or experience of implementation @tibmical
Weapons Convention. Qualified members of the SAB may join the TMé&bers of
relevant scientific organisations and international organisations mapealswitedto
join the TWG. Guest speakers may be invited from time to time.TWM& may also,
when necessary, draw upon the expertise of the Secretarjdrtioular theOPCW
Laboratory, Inspectorate, and the Assistance and Prot&ramth.

4. Reporting to th&sAB, the TWG will in particular consider the following questions:

(@) Which methods and capabilities used in the forensic sciences could usefully be
developed and/or agted for Chemical Weapons Conventioased
investigations?

(b) What are the best practicesdaanalysis tools used in the forensic sciences for
effectively crosgeferencing, validating, and linking together informatretated
to investigation sites, matets collected/analysed and individuadgerviewed?

182 “ ..assess the scientific and technological merit of a present, or proposed, methodology for use by the
Technical Secretariat in verification under the
183 “... assess and report on e me hcgpuldbg usedeor \ernification gi e s

activities?”.
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(c) What are the best practices fmanagement of data collected in investigations,
including compilation, curation, and analytics?

(d) What are the best practices for the collection, handling, curation aagetand
annotation of evidence?

(e) Which technologies and methodologies (whetherésteed or new) allovpoint
of-care and nowlestructive measurements at an investigation site todwetfe
evidence collection?

()  Which technologies and methodologies (titee established or new) can leed
in provenancing of chemical and/or material sk®p collected in an
investigation?

(90 Which methods are available (or are being developed) for the sampling and
analysis of environmental and biomedical materials that @ruded in the
detection of toxic industrial chemicals relevant to the Convention?

(h)  Which technologies and methodologies (whether established or new) caede
in ensuring chain of custody and verifying authenticity (especiallsegard to
digital imagesand video recordings)?

()  Which technologies and methodologies (whether establishedvayr can beised
to ensure the integrity of an investigation site?

() Do collections of physical objects, samples, and other informationhmical
weapons relevant analg exist that can be made availableineestigators for
retrospectivereview? And how might these collections lbeed to support
investigations?

(k) Are there stakeholders that the Secretariat could usefully engage vigertage
their capabilities on westigative matters?

5. In addition, the TWG will provide advice othe Secr et ar i at ' s prop
methodologies, procedures, technologies, and equipment for investigative purposes.

6. The DirectorGeneral might pose other relevant questions to the TWG, ghrthe
SAB.

7. The TWG will exist for a period of two years from tldate of its first meeting.
Thereafter its work will be reviewed by the SAB and the Dire@eneral, and a
decision will be made as to whether it should continue its work, and, if so,evkieth
terms of reference should be revised.
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Annex 2: Reports and Briefings of the Temporary Working Group on Investigative

Science andTechnology

DE(]

I Document Available at
ssued
26 “_Su_r_nmar_y of t he Fi _ _
February SC|en_t|f|c Advisory B_oar(_j's T_emporar www.opcw.org/sites/default/files/docum
2018 Working Group oninvestigative Science an nts/SAB/en/sat?7-wp01 e .pdf
Technol o @AWP.)( SAB
Presentation by TWGChairperson at th www.opcw.org/sites/default/files/docum
23 . .| nts/2018/12/20181123
November Fourth .R?"'e"" Confgrenceaipart of a S'd.e Science for_Diplomats at RE€4
event jointly organised with the Spie .
2018 Laboratory) Convergence%20and%20solving%20c
mcial%20mysteries.pdf
21 “S_umma_ry_ of th(_aof%e _ _
January Sc ienti fic _Aq Vi paaryy www.opcw.org/sites/default/files/docum
2019 Working Group on Investigative Science a| nts/201901/sab28wp02%28e%29.pdf
Technol og8WP.JQ( SAB
“Summary of t he Th
4June [Scienti fic A d vlengpararyy www.opcw.org/sites/default/files/docum
2019 Working Group on Investigative Science a nts/2019/06/sa28-wp03%28e%29.pdf
Technol o-g8\WP.3( SAB
o5 “Summary Fourth Méeting of the
November Sc i. entific .Aq Vi Sor ) www.opcw.org/sites/default/files/dame
2019 Working Group on Investigative Science al nts/2019/11/sal29-wp01%28e%29.pdf
Technol o-GWYWP.1Y SAB
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Speaker Affiliation

Fourth Meeting
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